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Tom tat
Su phdt trién internet da tdc dong manh mé t6i khdi niém chii quyén qudc gia truyén théng va
thiic ddy xu hudng thyc thi chii quyén khéng gian mang trén toan cdu. Mdc dit ky nguyén s6 thiic
ddy su phdt trién kinh té - xa hgi, nhiing thdch thiic cing xudt hi¢n trong béi cdnh Viét Nam
chua 6 khung phdp ly vé chit quyén khéng gian mang. Bai viét nay sé phdn tich cdc ly ludn va
thuc tién quéc t¢ vé chii quyén khéng gian mang, phdn tich tdc dong ciia khéng gian mang vdi
Vit Nam, tir do khdi quat nhitng vdn dé phdp ly va dua ra mét s6 goi mé cho Viét Nam.
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Abstract
The development of internet has had a powerful impact on the traditional concept of national
sovereignty and has fueled a global trend toward asserting cyber sovereignty. Although the digital
age promotes socio-economic development, challenges also arise in the context that Vietnam have
not had a legal framework on cyberspace sovereignty. This article will analyze the theories and
international practices related to cyber sovereignty, examine the impact of cyberspace on Vietnam,
thereby, outline the legal issues and offer some suggestions for Vietnam.
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1. Chua quyén khong gian mang: tit ly thuyét dén thuc tién ap dung toan cau

Ky nguyén internet di mé ra mot khong gian mdi cho con ngudi, xéa bo rao
can dia ly, thay d6i mo hinh truyén thong, gép phan xiy dung cong dong va ning
cao chit lugng doi séng tinh than.! Tuy nhién, su phdt trién vuct bac nay ctung di
kem vdi cdc mai de doa toan ciu nhu khang bé mang, t61 pham mang va chién
tranh mang, dit ra yéu ciu phai thiét lap médt ché do quan tri cong bing, cé quy
tic, nhim bao dam cha quyén cua quéc gia trén khong gian mang ma van khong
han ch€ quyén con ngudi, tinh mé cua Internet va moé hinh quan tri da bén/da chu
thé. Khong gian mang dugc xem 1a khong gian thi nam, bén canh linh thé dat
lién, vung troi, vung bién, ddy bién va long dit dudi ddy bién, can dugce xdc dinh
chu quyén va diéu chinh bing luat quéc té.?
1.1. Nghién ciiu va thdo ludn vé chii quyén khong gian mang

Chu quyén khong gian mang Ia mét vin dé trong tim trong béi canh quan tri
internet thoi hién dai. Hién nay, ton tai hai hoc thuyét trdi ngugc: chu quyén va phi
chu quyén khong gian mang

Dai dién cho hoc thuyét cht quyén khong gian mang, hoc gid Thumfart trong
cudn The Liberal Internet in the Postliberal Era d3 ting ho hoc thuyét cht quyén ky thuatss
(digital sovereignty), cho rang chu quyén la can thiét, thuc tién va hop phip.> Chu quyén

1 Manuel Castells, The rise of the network society, Wiley-Blackwell, Vuong quéc Anh, 2010, tr. 385-390.

2 To Lam, Chii quyén khong gian mang: Yéu cdu thoi dai va nghia vu qudéc gia, Nxb. Cong an Nhan dan, Ha No¢i, 2021, tr. 5.

3 Johannes Thumfart, The Liberal Internet in the Postliberal Era: Digital Sovereignty, Private Government, and Practices of Neutral-
ization, Springer Nature Switzerland, 2024, tr. 25-55.
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qudc gia la bién phdp can thiét d€ kiém sodt luong dii liéu, noi dung va y tuéng,* dic
biét khi cdc mdi de doa ti tri tu¢ nhan tao, ludng du liéu qudc t&€ hay cdc nén ting
s6 ¢6 thé vugt qua bién gidi qudc gia. Nha nudc ¢d quyén kiém sodt thong tin doc
hai di vao lanh thé ¢6 tic dong téi cong dan, an ninh qudc gia va trat ty xa hoi. Cha
quyén khong chi la quyén kiém sodt ma con Ia kha ning dit ra tiéu chuin, quy dinh
dé bao v¢ lgi ich quéc gia trong mai trudng sé khoi su 161 dung cua quéc gia khic.

Dai dién cho hoc thuyét phi cha quyén khong gian mang, hoc gia Mueller cho
ring khong gian mang Ia mét khong gian chung toan ciu, tuong tu khdi niém vé
vung bién qudc té (high seas), noi chu quyén qudc gia khong nén duge dp dit day du
va nhdn manh quyén tu do cta cdc c¢d nhan, doanh nghiép cung nhu tinh khong
phan manh, khong bién gidi cua internet.” Phan bdc lai quan diém cua Thumfart
veé chu quyén khong gian mang, Mueller dua ra mot s6 phan bién nhu khdi niém
“cha quyeén ky thuat s6” thuong mo ho, thi€u dinh nghia ro6 rang hay viéc dp dit
chu quyén theo kiéu linh thé vao khong gian 4o ¢6 thé giy ra “sy phan manh”
(fragmentation), tao ra cdc rao can thong tin, bién gidi ky thuit s6, cic ving mang
biét 1ap, va han ch€ hop tdc qudc t&; hay co ché€ quan tri internet hién nay, bao gobm
cdc tiéu chudn ky thuat, cdc giao thic mé, khéi tu nhan va cdc thé ché xuyén quéc
gia, da hoat dong vuoct troi hon so véi khuon khé bi kiém sodt nghiém ngit béi Nha
nudc’ va viéce thic ddy manh mé chu quyén khong gian mang c¢6 thé lam mit di cdc
loi ich quan trong cua thi trudng mé, sy sing tao xuyén bién gidi va tu do trao doi.

Chinh vi vay, cin thiao luan thém d¢€ lam ro vin dé chu quyén khong gian
mang. Thi nhit, viéc dp dung dinh nghia, tiéu chi truyén théng ctia chu quyén
qudc gia da duge phdp dién trong Cong uéc Montevideo nim 1933 va dugc thiia
nhan ¢6 tinh tip qudn, bao gdm lanh thé xdc dinh, dan cu 6n dinh, chinh quyén
hou hiéu va kha nang tham gia cdc quan hé qudc t€ cho chu quyén khong gian
mang c6 kha thi, hay can sy dp dung mém déo, mé rong cé tinh téi cic dic thu
cta khong gian mang nhu luong du liéu, mdy cha hay ting dung phan tin vuct
ngoai dudng bién lanh thé. Thu hai, cin gidi quyét vin dé muic do kha thi vé mit
ky thuat va kinh t& cta viéc dp diat cha quyén manh mé nhu bit buoc luu trit trong
nudc, kiém duyét va quan ly néi dung ma khong giy hai tdi tinh mé cua khong
gian mang va quyén ty do nguoi dan. Thu ba, can giai quyét mau thuan giua loi ich
qudc gia gom cdc vin dé an ninh va kiém sodt ludng du liéu véi viée duy tri internet
nhu mét “tai nguyén chung” (commons), dem lai lgi ich cho cong dong quéc t€, giao
luu hoc thuit, thuong mai va van héa s6. Cudi cuing, can xay dung khdi niém chu
quyén khong gian mang nhim thuc ddy hop tdc quéc t€ va gidi quyét tranh chip
lién quan veé st dung ky thuat s6, trong béi canh cdc qudc gia phdt trién c6 1oi thé
hon trong viéc dau tu va dp dat chu quyén, trong khi cdc nudc kém phdt trién c6
thé bi co lap, phu thudc hoic dé bi tén thuong.
1.2. Thyc tién dp dyng quyén chi quyén khong gian mang trén thé gioi

Hién nay, cdc “luat mém” vé chu quyén khong gian mang nhu Tuyén b6 tai
Hoi nghi thugng dinh thé gidi vé xa hoi thong tin (WSIS) tai Geneva nam 20037 va
2005;* cdc bdo cdo cia Nhom chuyén gia chinh phu Lién hop quéc (United Nations

~

Johannes Thumfart, “Digital Rights and the State of Exception. Internet Shutdowns from the Perspective of Just Secu-
ritization Theory”, Journal of Global Security Studies, Vol. 9 (1), 2024.

Milton Mueller, “Against Sovereignty in Cyberspace”, International Studies Review, Vol. 22(4), 2020, tr. 779-801
Milton Mueller, “Open Letter to Thumfart”, School of Public Policy — Interntet Governance Project, 2024, https://www.
internetgovernance.org/2024/12/31/the-debate-on-sovereignty-in-cyberspace/, truy cap ngay 20/09/2025.
WSIS, Geneva Dedaration of Principles Building the Information Society: a global challenge in the new Millennium, WSIS-03/
GENEVA/DOC/4-E. ITU, 2003, tr. 49.

WSIS, Tunis Agenda for the Information Society, WSIS-05/TUNIS/DOC/6(Rev. 1)-E. ITU, 2005, doan 35.
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Groups of Governmental Experts, UNGGE) vao nim 2013, 2015" va 2021;"" Thong
cdo Hoi nghi Thugng dinh G20 nim 2015 va 2016;" Tuyén b6 caa Hoi nghi
Thucong dinh (Brazil, Russia, India, China, South Africa, BRICS) nim 2016;"* va Bdo
cdo tém tit cua Chu tich Nhom cong tdic mé (Open-Ended Working Group, OEWG)
cua Lién hgp quéc”™ da ang ho nguyén tic chu quyén trong luat quéc t€ dp dung
cho khong gian mang. Nguyén tic cing duge cdc qudc gia 16n tié€p can va dp dung
trong chinh sich noi bo qudc gia. Luat Cha quyén internet ciia Nga'®, xay dung
khdi ni¢m “chu quyén khong gian mang” 1a quyén t6i cao cia thim quyén chinh
phu trong mét qudc gia va su doc lap cua qudc gia d6 trong quan hé qudc t€." Luat
An ninh mang quéc gia Trung Quéc yéu cau dia phuong héa dii liéu,'® khing dinh
quan diém vé “chi quyén di liéu” va dugc coi la thanh t6 quan trong gép phan bao
vé va gin gitt chti quyén khong gian mang. Cdc qudc gia nhu An Do, Ao,? Can-
ada,” Phan Lan,* Puc,* hay Nhat Bin** ciing ing ho nguyén tic chu quyén trong
luat quéc t€ dugce dp dung cho khong gian mang. Vuong quéc Anh ¢6 quan diém
déi 1ap® cho rang chu quyén khong gian mang la mot nguyén tic caa luat qudc t&€
¢6 thé hudng dan tuong tdc gitia cdc quéc gia, nhung nhing hoat dong trén khong
gian mang khong thé vi pham chu quyén theo cdc nguyén tic ctua luit qudc té.
1.3. Yéu cdu thiét ldp co ché qudn tri khong gian mang toan ciu

Cuoc biéu tinh cua Gen Z* tai Nepal thdng 9/2025 1a mot tin hiéu canh bdo
ro rang veé sy can thiét phai dinh hinh lai quy ché cha quyén khong gian mang. DéE
cung c6 “lanh thé ky thuat s, Chinh phu Nepal da trién khai nhiéu chinh sich va
hanh dong, nhu hoan thién dy luat quin ly mang xa hoi, thanh lap Trung tdim An
ninh mang qudc gia va thuc hién chin 26 nén ting mang xa hoi cua My nhu Face-
book, Youtube... do cdc nén ting nay khong tuin tha quy dinh ding ky va thanh
lap vin phong dai dién.?” Cdc bién phdp kiém sodt nay da giy gidn doan thong tin va
d4y lén lo ngai vé kiém duyét, din dén phan tng manh mé tti Gen Z qua cdc cudc
biéu tinh dusng phd, giy bit 6n chinh tri va cudi cung budc Chinh phu phai dé bo

9 United Nations General Assembly, Report of the Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security, UN Doc A/68/98, 2013, doan 20.

10 UNGA, Report of the Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the
Context of International Security, UN Doc A/70/174, 2015, doan 27, 28(b).

11 United Nations General Assembly, Report of the Group of Governmental Experts on Advancing Responsible State Behaviour in
Cyberspace in the Context of Intemational Security, UN Doc A /76/135, 2021, doan 70, 71(b).

12 G20 Leaders’ Communiqué Antalya Summit on 15-16/ 11/2015, 2025, doan. 26.

13 G20 Digital Economy Development and Cooperation Initiative 2016 Hangzhou Summit, 2016, doan. 5.

14 8th BRICS Summit: Goa Declaration, An D¢, 2016, doan 64.

15 UNGA Chair’s Summary, Open-ended Working Group on Developments in the Field of Information and Telecommunications in
the Context of International Security, A/AC.290/2021/CRP.3, 2021, doan 11, 20, 21 va Phu luc.

16 3akoH 0 «cyBepeHHOM nHTepHeTe» (Luat Chu quyeén Internet Lién bang Nga).

17 Katri Pynnoniemi & Martti J. Kard, “Russia’s New Information Security Doctrine”, FILA Comment, FILA Publications,
2016, https://fiia.fi/en/publication/russias-new-information-security-doctrine, truy cap ngay 20/09/2025.

18 Luat An ninh mang ctia Cong hoa Nhan dan Trung Hoa, ngay 07/11/2016, Digu 37.

19 Karthuka Rajmohan, “Data Localization: India’s Tryst with Data Sovereignty”, Tech Policy Press, 2025, https://www.
techpolicy.press/data-localization-indias-tryst-with-data-sovereignty/, truy cap ngay 02/10/2025.

20 Austria, Pre-Draft Report of the OEWG - ICT: Comments by Austria, Front UN, 2021.

21 Government of Canada, “International Law applicable in cyberspace”, https://www.international.gc.ca/world-
monde/issues_development-enjeux_developpement/peace_security-paix_securite/cyberspace_law-cyberespace_
droit.aspxclang=eng, truy cap ngay 02/10/2025.

22 Finland Ministry of Foreign Affairs, International law and cyberspace: Finland’s national positions, https://um.fi/docu-
ments/35732/0/KyberkannatPDF_EN.pdf/12bbbbde-623b-9f86-b254-07d5af3c6d852t=1603097522727, truy
cap ngay 02/10/2025.

23 Germany, On the Application of International Law in Cyberspace: Position Paper, 2021.

24 Ministry of Foreign Affairs of Japan, Basic Position of the Government of Japan on International Law Applicable to
Cyber Operations, 2021.

25 UK Govemnment, Cyber and International Law in the 21st Century, 2018, https://www.gov.uk/government/speeches/
cyber-and-international-law-in-the-21st-century, truy cip ngay 02/10/2025.

26 Gen Z (Generation Z) hay Thée h¢ Z Ia th€ h¢ sinh tii khodng 1997 dén 2012, Ia thé hé dau tién 16n lén véi su tiép can
Internet cting cdc thiét bi ky thuat s¢ va dién ti tit nhd, con duge ménh danh Ia nhiing “cong dan thoi dai ki thuat”.

27  Reuters, “Nepal to block some social media including Facebook”, https://www.reuters.com/article/nepal-so-
cial-media-ban-2025-09-04/, truy cap ngay 21/09/2025.
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lénh cdm. Qua day, c6 thé thiy viéc thiét 1ap chu quyén khong gian mang phai can
bing mdi quan hé gitia nha nudc, cong dan va cong dong qudc té, dong thoi phai xay
dung khung phdp luat ro rang két hgp véi h¢ théng thuc thi phdp luat minh bach.

Nhim thiét lap quy ché chu quyén khong gian mang, cdc hoc gia Trung Qudéc
dua ra ly thuyét bén cdp do quan tri nhu mot gidi phdp mém déo can bang hai hoc
thuyét phi cht quyén va cha quyén khong gian mang. Theo cdc tdc gia, khdi niém
chu quyén mang dugc dinh nghia Ia mé rong cua chu quyén qudc gia sang moi
trudng mang, véi quyén noi bo (internal supremacy) va ddc 1ap bén ngoai (external in-
dependence) d61 v6i ha tang, cdc thuc thé, hanh vi mang, dii liéu, thong tin nim trong
lanh thé qudc gia. Chu quyeén trén khong gian mang sé bao gom cdc quyeén lap phdp,
hanh chinh, tu phdp dé di¢u tiét va bio v¢ trong khong gian mang. Khi thuc thi
chu quyén trén khong gian mang, qudc gia khong chi cé quyén ma con ¢é nghia vu
khong xam pham chu quyén cia nudce khdc, khong can thiép vao cong viéc nodi bod
ctia qudc gia khdc qua mang, va ¢é nghia vu thuc hanh quan tri khong gian mang
véi muc do phu hop.”® Cdc nguyén tic can ban cho chu quyén trén khong gian
mang ctng la cdc nguyén tic co ban cta luat quéc t€ quy dinh trong Hién chuong
Lién hgp quéc duge dp dung trong hoan canh dic thu cia khong gian mang nhu
binh ding gitta cdc qudc gia; cong bing, bao vé 1¢i ich ctia cdc nudce dang phit trién;
hop tdc gitia cdc quéc gia; hoa binh, khong stt dung cong nghé thong tin d€ gay bat
6n, trdnh chay dua va khi mang, uu tién gidi quyét tranh chdp qua bi¢n phdp hoa
binh; va phdp tri, xay dung luat phdp trong nudc va thic diy phdp tri trong quin
tri khong gian mang toan ciu, ton trong luit quéc t€ va phan déi tiéu chuin kép.

Tu d6, viéc quan tri chu quyén khong gian mang c6 thé chia thanh bén tang,
bao gom:*’ (i) Tang ha tang vat ly (physical infrastructure), gom cdc dudng mang va
ha tang ky thuat s6 trong linh thé qudc gia; (i) Tang tiéu chuin dim bdo tuong
thich (logic layer), lién quan dén cdc giao thic mang, tiéu chuin ky thuit va ma
héa, cho phép qudc gia ban hanh quy dinh riéng khong mau thuin véi nghia
vu qudc t&; (iii) Tang ung dung (application layer), gom phin mém, nén ting, néi
dung, va du liéu, tap trung vao viéc kiém sodt noi dung, bao v¢ du lieu va quy
dinh hoat dong ctia cdc nén taing xuyén bién gidi; va (iv) Tang xa hoi (social layer),
lién quan dén ngusi dung, van hda truc tuyén, trich nhiém xa héi va viéc dinh
hinh nhan thic cong dong, ciing nhu ddm bio quyén lgi cta cong dan trén mang.

Theo quan diém cta nhém tdc gia, mé hinh nay la mot giai phdp t6i uu dé
thuc hién quan tri khong gian mang khi da dung hoa gitia nhu cau duy tri cha
quyeén, trat ty xa hoi ctia nha nudc véi mot moi trusng moé can thiét cho hoat dong
kinh t€, giao ti€p va xa hoi cia ngudi dan va doanh nghi¢p. Pong thoi mo hinh
quan tri nay cting goi mé cdc bién phdp chién luge nhu phdt trién khung hop tdc
qudc t€ dya trén ton trong chu quyén, xay dung chuin myc qudc t€ manh mé dé
ditu ti€t cdc hoat dong mang xuyén bién gidi, ting cudng khd ning ky thuat va
phdp ly cua cdc qudc gia dang phdt trién, dong thai khuyén khich kinh té s6 néi dia
nhung vin dam bao mé cua.

2. Thuc tién quyén chu quyén khong gian mang tai Viét Nam
2.1. Nhiing thanh tuu vé xdy dung chi quyén khong gian mang tai Viét Nam

Vi nhting ti¢n bo cua cong ngh¢ thong tin, khong gian mang hi¢n nay dang
phdt trién vdi t8c do chua tiing thdy, véi 5,56 ty ngusi dung internet va s6 lugng

28  World Internet Conference, Sovereignty in Cyberspace: Theory and Practice (Version 4.0), 2024
29 N trén.
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nguoi dung ting truéng 1a 2,5% moi nam.** Hién nay, Viét Nam c¢6 79,8 triéu ngusi
c6 két ndi internet, trong d6 ¢6 76,2 triéu ngusi st dung mang xa hoi, tuong ducng
75,2% tong dan s6.°! Trong nhiing nim gin day, Viét Nam di ¢6 nhiéu néd luc va
dat dugc nhung két qua quan trong trong viéc cung ¢ chu quyén qudc gia trén
khong gian mang.

Ve xay dung va hoan thién khung phdp ly, Viét Nam di ban hanh nhiéu vin
bin quan trong tao co s6 phdp ly viing chic cho viéc quan ly khong gian mang.
Luit An ninh mang nam 2018 la vin ban luit dau tién diéu chinh toan dién vin
dé an ninh mang quéc gia va [in dau dua ra dinh nghia khong gian mang.” Bén
canh d6, Viét Nam con ban hanh Luat An toan thong tin mang nim 2015 (dugc
hoan thién thém vao nim 2018), Luat Du liéu nam 2024, Luat Bio v¢ du liéu cd
nhan 2025 va van ban dudi luat nhu Nghi dinh 142/2016/ND-CP vé ngin chin
xung dot thong tin trén mang, Nghi dinh 91/2020/ND-CP vé chéng thu rdc, tin
nhin ric, Nghi dinh 53/2022/ND-CP hudéng din Luat An ninh mang yéu cau vé
luu tra du liéu trong nudce, Nghi dinh 13/2023/ND-CP veé bio v¢ dii liéu cd nhan
(dugc thay thé bsi Nghi dinh 356/2025/ND-CP hudng din Luit Bio v¢ du li¢u
cd nhan) hay Nghi dinh 147/2024/ND-CP quan ly, cung cip, su dung dich vu
internet va thong tin trén mang. Nhin chung, cdic quy dinh nay thé hién xu thé€ dp
dung cdc bién phdp quan tri theo mo hinh bén ting dugc néu trén, tao hanh lang
phdp ly co ban, giip Nha nudc thuc thi cha quyén khong gian mang mot cich chu
dong va chit che.

Vé phdt trién ha ting va ning luc ky thuat, Viét Nam da dau tu ddng k€ vao
ha ting vién thong va cong nghé¢ thong tin, véi mang ludi internet bing thong rong
phu khip va cdc trung tam dii liéu quy mo 16n da dugc thiét lap. Cdc don vi chuyén
trdch vé an ninh mang dugc thanh lap va cing ¢6 nhu ¢6 Cuc An ninh mang va
phong chéng t61 pham stt dung cong nghé cao thudéc Bo Cong an giti vai tro nong
¢St bao v¢ an ninh mang qudc gia va B6 Tu lénh tdc chién khong gian mang thudc
Bo Qudc phong lam nhiém vu tdc chién bao v¢ t6 qudc trén khong gian mang.
Nho nhting né luc nay, ning luc ing pho va phong thu khong gian mang cta Viét
Nam da dugc ning cao ding ké, thé hién qua viéc phdt hi¢n va ngan chin nhiéu
cudc tdn cong vao hé¢ théng thong tin quan trong méi nim.

Ve hop tic qudc t€, Viét Nam tich cuc tham gia cdc dién dan va sing kién
qudc té€ vé an ninh mang nhim viia hoc héi kinh nghiém, vita déng gép vao né luc
chung bio vé khong gian mang, tiéu bi€u nhu viéc hop tdc vdi cdc nuéc ASEAN
dé chu dong phong, chéng tdi pham mang xuyén quéc gia.” Viét Nam ding cai Lé
mo ky Cong ude “Ha No1” cua Lién hgp qudc vé chong to1 pham mang vao thing
10 nam 2025,* khang dinh vai tro dinh hinh khung phép ly khong gian mang toan
cau va ddnh d4u lin dau tién c6 mot diéu udc qudc t€ mang tén Viét Nam.

2.2. Tdc déng ciia nhitng thdch thiic toan cau cia sy phdt trién khong gian mang
toi Viét Nam

Tuy Viét Nam cé nhiéu thanh tyu trong xiy dung chu quyén khong gian
mang, song thuc tién ddm bao chu quyén khong gian mang trén thé gidi va trong
nudc van duing trudc nhiéu thdch thic phuic tap.

30 DataReportal, “Global digital overview”, https://datareportal.com/global-digital-overview, truy cap ngay 23/09/2025.

31 Simon Kemp, “Digital 2025: Vietnam”, DataReportal, 2025.

32 Luats6 24/2018/QH14 ngay 12/06/2018 vé an ninh mang, khoin 3 Dieu 2.

33 Nguyén Viét Lam, Chinh sdch an ninh mang trong quan hé quéc t€ hién nay va déi sach aia Vigt Nam, Nxb Chinh tri qudc gia
Su that, Ha Noi, 2019, tr. 190-194.

34 Hanoi Convention, Model Conference of the Parties to the United Nations Convention against Cybercrime, 2025.
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2.2.1. Nhang thdch thiic toan cdu

Ve mit chinh tri va an ninh, xung dét va gidn di¢p trén khong gian mang dang
leo thang véi muc do tinh vi cao, de doa an ninh qudc gia. V41 nhiing tinh chit dic
biét, nhu hoat dong quy mo 16n, chi phi thip va khé bi phdt hién,” gidn di¢p va
chién tranh mang khong chi la mét mit tran chién luge ma con la moét yéu t6 quyét
dinh trong chién tranh hi¢n dai. Pon cu la viéc Trung Qudc su dung “Tam chung
chién phdp*™ (China’s three warfares) dé leo 1di du luan qudc t€*° hay viéc si dung
mang x4 hoi trong cdc phong trao chinh tri nhu “Mua xuan A Rap® trong viéc t8
chic biéu tinh va thay d6i chinh quyén.”” Khong gian mang dang dugc st dung
nhu cong cu cha chét trong viéc chuyén héa ché do chinh tri va can thi¢p vao bau
cu thong qua thao tung thong tin trén mang, tic dong manh mé dén tam ly xa hoi,
anh huéng truc ti€p dén tinh minh bach va 6n dinh chinh tri ctia nhit¢u qudc gia.

Ve kinh t&¢ - xa hoi, su phan manh cuta internet do cdc qudc gia dp dung cha
quyén khong gian mang c6é nguy co phd vé tinh théng nhit cia hé sinh thdi s6 toan
cau, khi cdc “tudng ltia ky thuat s6* va co ché€ kiém sodt dit liéu quéc gia gay trd
ngai cho dong chiy thong tin, giao thuong s6 va anh huéng truc ti€p dén nén kinh
t€ $6.%® Vigc thiét lap chu quyén khong gian mang dit ra nhiing thdch thiic nghiém
trong d61 véi quyén con ngudi, dic biét Ia quyén riéng tu, lam suy giam quyén truy
cap thong tin va tao ra nguy co vi pham néu khong ¢é nhiing quy dinh cy thé. ™.
Ngoai ra, nhting rao cin vé ky thuat va ha ting cong nghé thong tin (ICT) ngay
cang tré nén phuic tap, dic bi¢t [a vin deé khong tuong thich trong tiéu chuin ky
thuat va quan tri du liéu xuyén bién giéi.*” Bén canh d6, cuoc canh tranh veé ky
thuat bdn din va vién thong gitia My va Trung Qudc ¢6 thé din dén hai h¢ thong
tiéu chudn ky thuat mang khdc biét, budc cic qudc gia phai “chon phe” va lam tram
trong thém sy bat binh ding trong nén kinh té& s6.*

2.2.2. Nhung tdc déng tiéu cuc dén Viét Nam

Tai Viét Nam, viéc dam bdo chu quyén khong gian mang cung d6i mat vdi
nhung thdch thuc dic thu.

Thit nhdt, thich thic tu dong chdy du liéu xuyén bién giéi. Trudc nim 2022,
phan 16n du li¢u cd nhan nguoi Viét duge luu tra va xu ly trén mdy cha nudc
ngoai, khién co quan chiic ning Viét Nam khé ki€m sodt va phai phu thudc vao
thién chi hop tdc hodc co ché tuong tr¢ tu phip qudc t€ phic tap khi xdy ra vi
pham. Luit An ninh mang nim 2018 va Nghi dinh 53/2022 yéu cau cdc cong
ty nudc ngoai phai dit mdy chu trong nudc,” song viéc thuc thi gip thich thuc
do cdc tap doan cong nghé lo ngai chi phi l6n va xung d6t véi chinh sich bao
mat di lieu nuée ho.* Bén canh dé, vin dé toi pham mang ctung 1a mot vin deé

35  Lu Chuanying, “Bullying Empire: US promotes ‘digital colonialism’ to maintain hegemony, exposes American de-
mocracy hypocrisy” Global Times, 2023 https://www.globaltimes.cn/page/202306/ 1293413.5]13&111, truy cap ngay
20/09/2025.

36 Peter Mattis, “China’s “Three Warfares’ in Perspective”, War on the rock, 2018

37 Radsch, C., “Digital Dissidence and Political Change: Cyberactivism and Citizen{)oumalism inEgypt”, American University,
School of Intemnational Service, 2013, https://papers.sstn.com/sol3/papers.cfm?abstract_id=2379913; Ryan, Y., “Tuni-
sia’s bitter cyberwar”, Al Jazeera, 2011, http://www.aljazeera.com/indepth/features/2011/01/20111614145839362.
html, truy cap ngay 19/09/2025.

38  Milton L. Mueller, “Will the Internet fragment? Sovereignty, globalization and cyberspace”, Cambridge: Polity Press,
Vuong quéc Anh, 2017, tr. 45-60.

39  Adrian Shahbaz, Allie Funk, Andrea Hackl, “User Privacy or Cyber Sovereignty?”, Freedom House, 2020.

40 Nguyén Viét Lam, “Chu quyén khong gian mang: Ly thuyét, thuc tién trong quan h¢ qudc t€ va nhing vin deé diat ra
hién nay”, Tap chi Cng san, 2021.

41 Helen Dixon, “Regulate to Liberate Can Europe Save the Internet”, Foreign Affair, Vol. 97 (5), 2018, tr. 28.

42 Luat An ninh mang s6 24/2018/QH14, ngay 12/06/2019, Bieu 26.3; va Nghi dinh 53/2022/NP-CP hudng din Luat
An ninh mang, ngay 15/08/2022.

43 James Fox,“How Are Foreign Investors Responding to Vietnam’s New Data Localization Regulation”, Vietnam
Briefing, 2022; Francesco Guarascio, Phuong Nguyen,“US tech firms warn Vietnam’s planned law to hamper data
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xa hoi nhic nhéi khi thong tin cd nhan bi ddnh cdp, tiét 16 trdi phép, tré thanh
tai san bi mua bdn tran lan, vdi tong thiét hai do ltra dio truc tuyén uéc tinh lén
t61 8.000-10.000 ty dong.** Cdc sy ¢ 16n gan day nhu cudc tin cong ransomware
vao Cong ty Chiing khodn VNDirect hay su ¢6 dinh cdp du liéu cd nhan tai
Trung tim Thong tin tin dung qudéc gia® cho thiy su dé t6n thuong cua cdc hé
théng luu tra da liéu, tiém 4n nguy co giy mit 6n dinh xa hoi va kinh t€ vi mo.

Thit hai, nguy co tli cdc cudc tin cong mang va gidn diép mang ngay cang gia
taing. Chi trong Quy I nam 2025, Viét Nam da ghi nhan hon 257.000 cuéc tin
cong tii chéi dich vy (DDoS), phdt hién 36 16 héng bao mat nghiém trong va hon
4,5 triéu thong tin tai khoan bi ddnh cdp, chi€ém khoang 12,9% téng s6 tai khoin
bi 16 toan ciu.** Nhuing con s6 nay cho thdy Viét Nam nim trong nhém muyc tiéu
hang diu cta to1 pham mang qudc t&, dit ra yéu cau cdp bdch phai nang cao hon
nutia ning luc phong tha. Ngoai ra, tinh trang phdt tin thong tin bia dit, xuyén tac
duong 161, chu truong, chinh sich cua Pang va Nha nudc, cong kich ché d¢, kich
dong, chia ré khéi dai doan két dan toc cua cdc t6 chic phan dong 6 nudc ngoai
dién ra phuc tap, khién du luan hoang mang, tic dong tiéu cuc dén trat tu, an ninh
x4 hoi va Iam suy gidm niém tin cua ngudi dan vao cdc co quan chic ning.V

Cudi cung la su chi phéi 16n cua cdc cong ty cong nghé toan ciu déi vl khong
gian mang Viét Nam, khi hiu hét ngusi dan su dung cdc nén ting va dich vu nudc
ngoai nhu Facebook, YouTube, Google, TikTok. Su phu thudc vao cic nén ting
nay tao ra di€ém yéu vé chu quyén nédi dung va du liéu khi day la nhiing kénh truyén
bd nhanh chdng cdc thong tin xdu doc, tin gid, ndi dung vi pham phdp luat Viét
Nam. Chinh phu da nhiéu [an yéu ciu cdc nén ting nay gd bé thong tin xuyén tac,
chéng phd Pang va Nha nudc, hoic cic video dédc hai, véi gan 16.000 nod1 dung vi
pham phdp luat tai Viét Nam dugce g6 bo trong nim 2024.*® Bén canh vin dé noi
dung, canh tranh kinh t€ s6 cang Ia thdch thic khi cdc doanh nghiép s¢ Viét Nam
khé canh tranh véi “gi khéng 107 toan ciu ngay tai thi trudng noi dia, tiéu biéu véi
viéc ra mit mang xa hoi Lotus nam 2019, véi vén dau tu 1.200 ty dong cung tham
vong canh tranh va thay thé Facebook, song du dn “Made in Vietnam” nay van thit
bai trong viéc thay déi théi quen ngusi dung.* Viéc can bang gitia tin dung loi ich
tii dich vu xuyén bién gidi va kiém sodt anh hudng cua ching la bai todn nan giai
trong thuc thi chu quyén khong gian mang tai Viét Nam.
3. Nhiing van deé phap ly dat ra va giai phap cho Viét Nam
3.1. Vin dé dinh nghia va pham vi chii quyén khong gian mang

Tuy Viét Nam da xay dung khung phdp ly cho viéc quan ly khong gian mang,
cdc vin ban nay lai thé hién tinh phan manh khi cdc néi dung vé quan ly du liéu, ha
tang, noi dung va an ninh mang nam rai rdc  nhiéu luat va nghi dinh khdc nhau,

centres, social media”, Reuters, 2024.

44 Huyeén Trang, Thu Thuy, “Ngin chin tinh trang ltia dio qua khong gian mang”, Bdo Qudn dgi Nhdn ddn, 2024,
https://www.qdnd.vn/phap-luat/ cac-van-de/ngan-chan-tinh-trang-lua-dao-qua-khong-gian-mang-bai-1-mu-
on-kieu-lua-dao-802621, truy cap ngay 21/09/2025.

45 Ngay 24/03/2024, Cong ty Chuing khodn VNDirect tai Viét Nam bj tin cong béi ma doc téng tién (ransomware)
va phii ngting hoat dong nhieu ngay; Ngay 10/09/2025, Trung tam Ung ciu khin cip khong gian mang Viét Nam
(VNCERT) nhan dugc bio cdo su ¢6 an ninh mang va ddu hiéu vi pham dii liéu cd nhan xay ra tai Trung tim Thong
tin tin dung qudc gia (CIC).

46 Ngoc Di¢p, “Nhiing xu hudng tin cong mang mdi va chién luge vng phd”, Tap dii Khoa hoc & Céng Nghé, 2025.

47 Hoang Qudéc Canh, Nguyén Huong Hanh, D6 Thi My Dung, “Vach tran phuong thiic, thu doan 1¢i dung mang xa
hoi Facebook dé xuyén tac, chéng phd Pang va Nha nudce Viet Nam”, Tap chi Cong san, 2024.

48 Lé My, “Gan 16.000 noi dung vi pham da duge go bd trén cdc nén tang xuyén bién gidi”, Bdo di¢n tir Vietnamnet,
2025,  https://vietnamnet.vn/gan-16-000-noi-dung-vi-pham-da-duoc-go-bo-tren-cac-nen-tang-xuyen-bien-
2101-2359105.html, truy cap ngay 21/09/2025.

49 Phuong Linh, “Pugc dau tu 1.200 ty dong, mang xa hoi Lotus gio ra sao?”, Tap dhi dién tir Nha ddu tu, 2021.
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gay kho khian trong viéc xdc 1ap tham quyeén va xu ly vi pham. Hon ntia, du di ¢6
cdc cha truong chinh sich vé bdo vé an ninh va xay dung khong gian mang quéc
gia, van chua c¢6 vin ban quy pham nao truc ti€p xdc dinh day du va ro rang cdc
yéu t6 cdu thanh chu quyén khong gian mang qudc gia. Pinh nghia vé cha quyén
khong gian mang mdi chi dugc giai thich Ian dau la “tit ca cdc quyeén cua nha nudc
déi véi khong gian mang, phtt hop véi quy dinh cua luat phdp quéc t€7.°° Khi cdce
khdi ni¢m va pham vi chua r6 rang, ché tai xi ly hanh vi vi pham hogc tranh chip
phdt sinh con nhiéu tré ngai.

Trong boi canh dd6, thé ché, phdp luat chuyén siu, toan dién vé chu quyén
khong gian mang 1a vin dé uu tién, nhim tao nén tang phdp ly viing chic va théng
nhit cho moi hoat dong quan ly nha nudc. Viét Nam cin sdm ban hanh khung
phdp ly chuyén bié¢t nhim dinh nghia r6 khdi ni¢m chu quyén khong gian mang,
xdc 1ap cdc nguyén tic bdo vé chu quyén qudc gia trén khong gian mang, quy dinh
cdc bién phdp ky thuat, hanh chinh va hinh sy dé ngin chin, xi ly cdc hanh vi
vi pham. Bén canh dé, can lam r6 hon cdc thanh t6 cdu thanh cha quyén khong
gian mang nhu ky thuat, du liéu hay nodi dung va méi quan h¢, ranh gidi gita
chiing, nhim xdc dinh trdch nhiém cua Nha nudc, doanh nghiép va cong dan. Vi
du, phdp luat cin quy dinh cuy thé trich nhi¢m ciaa doanh nghi¢p trong nudc va
nudc ngoai vé dam bao an ninh cho hé théng ha ting do ho van hanh; hay quyén
va trich nhi¢ém cda ngudi dung trong viéc st dung khong gian mang an toan,
tuan thu phdp luat. Viéc xay dung khung phdp ly viing chic sé tao nén tang thuin
loi d€ trién khai cdc chinh sich phdt trién kinh t&€ va xa hoi trong moi trusng so.
3.2. Vin dé thim quyén tai phdn trong khong gian mang

Khong gian mang ¢6 tinh xuyén bién gidi, phi vat thé, nén viéc dp dung cdc
nguyén tic thim quyén truyén théng cua luat phdp quéc t€ gap nhiéu khé khan.
Phdp luat Viet Nam dang d6i dién véi vin dé xdc dinh thdm quyén cua toa dn
hoic co quan chiic ning d€ xt ly cdc hanh vi vi pham phdp luat trén khong gian
mang, dac biét néu hanh vi d6 lién quan téi nhitu qudc gia. B6 luat Hinh sy Viét
Nam nim 2015 da ¢6 diéu khoan vé t61 pham st dung mang mdy tinh, mang vién
thong® va nguyén tic hinh phat dp dung ngoai lanh thé déi véi tdi xAm pham an
ninh qudc gia hoic cdc tdé1 ma Viét Nam theo dieu udc qudc t€ cé nghia vu tai
phdn. Tuy nhién, trong thyc tién diéu tra, truy t8 cdc vu dn trén khong gian mang
phuc tap lién quan yéu t6 nudc ngoai, cic co quan chic ning gap khong it tré ngai,
chu yéu do khé khan trong thu thap ching cu dién ti qudc t€ thong qua uy thdc tu
phdp va dan d6 bi can phu thuéc vao hi¢p dinh qudc t& Hién nay da ¢6 nhting quéc
gia trudc day chua tliing dan d¢ to1 pham cho nudc khdc nhung gan day phai hgp
tdc v6i Viet Nam dé dua toi pham lita ddo xuyén bién gidi ra chiu trach nhi¢m.

Dé ving phé hiéu qua véi toi pham mang qudc t&, Viét Nam can xay dung mét
khuon khé phdp 1y linh hoat hon cho hoat dong diéu tra va xét xu. Trudce hét, phdp
luit trong nudc nén quy dinh ro thim quyén moé réng cua toa dn Viét Nam d6i
v6i cdc hanh vi trén khong gian mang giy hau qua tai lanh thé Viét Nam hoic déi
véi cong dan Viét Nam, ké ci khi d6i tugng pham téi cu trid 6 nude ngoai. Pong
thoi, can thiét 1ap co ché phdp ly cho phép truy vét va chia sé du liéu nhanh chong,
hiéu qua gitia cdc co quan thuc thi phdp luit trong nudc va déi tic quoc té, dic biét
trong cdc tinh huéng khin cip Viét Nam c6 thé tham khao cdc kinh nghiém quéc

50  Nghi dinh 142/2016/ND-CP ngay 14/10/2016 vé ngin chin xung dot thong tin trén mang, khoan 6 Diéu 3.

51 Luat s¢ 100/2015/QH13 ngay 27/11/2015 B¢ luat Hinh sy (Bo luat Hinh su), Pieu 290.

52 Phuong Thuy, “Cé nhting nudc chua bao git din do toi pham sang nudc khdc nhung da hop tdc vdi Viét Nam”, Cong
an Nhdn dan, 2024.
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t&, nhu Trung Qudc yéu cau cdc nha cung cip dich vu hgp tic véi co quan chic
ning trong diéu tra to6i pham, cho phép truy cap du liéu va cung cdp hoé tro ky thuat
khi ¢6 yéu cau chinh thic.” Mit khdc, Viét Nam cang nén cha dong tham gia cdc
ditu udc qudc t&€ vé hod tro tu phdp va dan do trong linh vuc to1 pham cong nghé
cao nhu Cong udc Ha No6i nhim hinh thanh co s6 phdp ly viing chic cho hop tdc
tai phdn vé to1 pham mang.

3.3. Vin dé chu quyén di liéu
Du liéu duge vi nhu “tai nguyén” ctia moi qudc gia trong ky nguyén s6.>* Viéc

kiém sodt du li¢u, dic bi¢t la du lieu cd nhan va du liéu quan trong lién quan dén

an ninh qudc gia, 1a moét néi dung c6t 161 cua chu quyén khong gian mang. Phdp
luat Viét Nam dang trong qud trinh dinh hinh co ché phdp ly vé chu quyén du li¢u,
bao gom hai khia canh: bao v¢ du liéu cd nhan va né1 dia héa du liéu. Viét Nam
da budc dau xay dung khung phdp ly vé bao v¢ du liéu cd nhan, ddp ung cic yéu
cau bdo v¢ quyeén riéng tu va ngin chin cdc hanh vi xAm pham du liéu cd nhan,
gay anh huéng dén quyén va lgi ich ctia cong dan Viét Nam. Tuy nhién, khdi ni¢m
vé chu quyén du liéu qudc gia, tic quyén cia Nha nudc trong viéc quan ly da liéu
do t6 chiic, cd nhan Viét Nam tao ra lai chua dugc luat hda cu thé va viéc hai hoa
yéu cau chu quyén di li¢u ctia Viét Nam véi mo hinh kinh doanh toan ciu cta cdc
doanh nghiép nudc ngoai ciing 1a mot thdch thuc. Viée yéu cau luu tri du lidu va
dit chi nhdnh hoic van phong dai dién tai Viét Nam chi dp dung khi doanh nghiép

vi pham hoac khong hgp tdc xt ly vi pham.>
Viét Nam ¢6 thé hoc héi kinh nghiém tit cdc quéc gia khdc nhu Trung Qudc,

yéu cau thiét 1ap hé théng quin ly an ninh né1 bo, dp dung cdc bién phdp ky thuat
nhim ngin chin tdn cong mang®® va yéu cau khong duge chuyén du liéu quan
trong ra nudc ngoai.”’ Viéc dia phuong héa du lieu (data localisation) khing dinh
quan diém vé “chu quyén di liéu” va duge coi Ia thanh t6 quan trong gép phin
bao vé va gin gitt chu quyén khong gian mang cua qudc gia.>® Viéc xay dung co
ché phdp ly ro rang, binh ding sé can bang viéc bio vé¢ duge du liéu ngusi Viét va
khong tao ginh ning cho doanh nghi¢p qudc té.

3.4. Vin dé qudn ly ngi dung trén khong gian mang
Nhu da phan tich 6 trén, su lan truyén cua nhiéu loai noi dung vi pham phdp

luat trén khong gian mang 1a mot trong nhung thdch thic 16n hién nay. Tu nhiing

bai hoc cua Bangladesh, Indonesia, Nepal gan day, dé kiém sodt rai ro “cich mang
mau” va bao dam chu quyén khong gian mang,”~Viét Nam cin thiét 1ap mot co
ché phdp ly r6 rang va linh hoat trong quan ly né1 dung truc tuyén. Phdp luat hi¢n
hanh da quy dinh thoi han 24 gi6 va cdc bi¢n phdp cudng ché nhu khda tai khoan,
kénh vi pham d61 véi cdc nén tang mang xa hoi qudc t€ khi ¢6 yéu cau tii phia Viét

53 Wagner, J., “China’s Cybersecurity Law: What You Need to Know”, The Diplomat, 2017.

54 Nghi quyét 57-NQ/TW veé dot phd phdt trién khoa hoc, cong nghé¢, d6i méi sing tao va chuyén d6i s6 qudc gia ngay

55 2N2g1}12 éiznohzgé/zozz, khodn 3 Bieu 26.

56 Luit An ninh mang cua Cong hoa Nhan dan Trung Hoa, Diéu 21.

57 Nhu trén, Digu 37.

58  Nguyén Viét Lam, ddd.

59 Tai Bangladesh (2024), phong trao khéi nguon tii su phin no déi véi h¢ théng quota cong chuic bat cong thong qua cic
cudc tudn hanh, toa khing va tuyén truyén trén mang xa hoi mang khiu hiéu “No Quota, Only Merit” (“Khong dic
quyén, chi ning lic”), sau dd leo thang thanh cuoc néi ddy toan dan lat d6 Thu tudng Sheikh Hasina sau 15 nim cim
quyén; Tai Indonesia, lan séng biéu tinh va bao loan bing phat tit syt phin no tride chinh sich tang dic quyen cho gidi
nghi si trong béi canh kinh t€ khé khin, ma ngodi né tryc tiép 1a nhing hinh dnh bao lyc vé cdi chét ctia mot tai x€ tré
do canh sdt gy ra dugce lan truyén chéng mit trén mang xa hoi; Tai Nepal (2025), Discord, Telegram va cic nhém ma
héa tré thanh kénh huy dong va diéu phéi biéu tinh, thay thé hoan toan cho mang xa hoi bi phong tda béi lénh cdm,
da cham ngoi cho lan song bicu tinh bao dong khi¢n Thu tudng KP Sharma Oli phai tit chiic. Cdc su kién déu cho thiy

mot kich ban chung: thé h¢ tré da su dung mang xa héi va cde cong cu vugt rao can internet nhu “ha ting chinh tri” dé
dieu phdi, lan tdéa thong diep va lat d6 chinh quyen.
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Nam,® dong thoi c¢6 nhiing ché tai trong xt ly viéc tuyén truyén chéng phd Nha
nudc hoic lgi dung quyén tu do dan cht xAm pham 1gi ich Nha nudéc.® Tuy nhién,
phdp luat cin c6 ché€ tai nghiém khic néu cdc nén tang khong tuan thu yéu cau.
bong thoi, quy trinh quan ly néi dung phai minh bach, khich quan dé trinh lam
dung va xam pham quyén tu do ngon luan chinh ding cua nguoi dan.

bé giai quyét vin dé nay, viéc quan ly nodi dung doi hoi phdp luat phédi can
bing gitia hiéu qua quan ly va quyén ty do thong tin, dong thoi can ¢ co ché gidm
sdt doc lap va trach nhiém giai trinh tii phia co quan thyc thi dé trinh lam quyén.
Viét Nam can thiét lap mot nhom cong tic gobm cdc chuyén gia phdp ly va truyén
thong dé tu vin cho co quan quan ly vé viéc ddnh gid noi dung nhay cam. Khi dp
dung cdc bi¢én phdp k¥ thuit nhu loc hodc chin website, cin ¢é quy dinh dam bao
viéc nay khong giy anh huéng dén hoat dong kinh t€ - xa héi trén mang. Bén canh
d6, Viét Nam cang can chu trong dao tao va ning cao nhan thic nguoi dan trong
cdch xt ly va phan dng mét cich phu hgp trude cic nédi dung trén mang, nhim
tang cudng ky ning sé va kha ning tu bdo vé trudc cdc tdc dong tiéu cuc tit moi
trudng tryc tuyén.

3.5. Vin dé dp dung ludt quoc té trong khong gian mang

Hién tai, chua ¢c6 mét khung phdp ly qudc t€ thédng nhit dé dieu chinh cha
quyén khong gian mang, dan dén nhiéu thich thic trong quan ly, bao vé an ninh
va giai quyét tranh chédp gitia cdc qudc gia trén khong gian nay. Piéu nay tao co hoi
cho cdc hanh vi vi pham luit phdp quéc t€ gia ting va de doa su 6n dinh cua trat ty
toan cau. Viéc lgi dung khong gian mang d€ truyén bd cdc tu tudng chinh tri phan
dong khong chi lam gia tang nguy co bit 6n, ma con c¢6 thé din dén cic cudc “cich
mang mau” nhu é Ukraine nam 2014, “cich mang hoa hudng duong” é Pai Loan,
Trung Qudc, “cich mang nghé tdy” 6 Myanmar nam 2007, “cdch mang xanh” 6
[ran nam 2009% va cich mang “Gen Z” tai Nepal nim 2025. Khong nhiing vay,
viée thuc thi chu quyén khong gian mang tiém 4n nguy co lam gia ting su bt dong,
tranh chip va tham chi xung dot, lam gia ting cang thing gitia cdc quéc gia, c6 thé
lam thay déi cdu tric quyén luc toan cau va dit ra thdch thuc nghiém trong déi véi
h¢ théng luat qudc t€ hién hanh.

Trong béi canh d6, Viét Nam can chu dong tham gia trao d61, thio luan, dam
phdn va dé xudt cdc nguyén tic phdp ly vé quyén tai phdn trén khong gian mang,
an ninh mang va xt ly vi pham cha quyén khong gian mang. Viét Nam ¢6 thé tin
dung cdc dién dan quéc t€ dé thé hién lap trudng qudc gia vé bio vé chu quyeén, lgi
ich quéc gia - dan toc trén khong gian mang, qua dé gép phan déng gép vao qud
trinh nghién ciu, xiy dung va cung c6 néi ham vé chu quyén khong gian mang.
Bén canh d6, Viét Nam cung can tich cuc tham gia vao qud trinh xiy dung, soan
thio va ang ho su phdt trién cdc ditu udc qudc t€ vé hoat dong tdéi pham mang
giy de doa dén an ninh va chu quyén qudéc gia.”’ Viéc chu dong déng gép vao qud
trinh xay dung co ché phdp ly toan ciu gitip cung cd vi thé qudc gia trong thoi dai
chuyén dé61 s6 toan ciu va tao dieu kién thuan lgi dé Viét Nam bio vé chu quyén
va an ninh khong gian mang moét cich chu dong va phut hop véi luat phdp qudc té.

60  Nghi dinh 147/2024/ND-CP ngay 09/11/2024 quan ly, cung cip, su dung dich vu Internet va thong tin trén mang,
Pieu 23.5(b).

61 Bo luat Hinh sy, PBieu 117 va Diéu 331.

62 Ministry of Public Security of Peoples’s Republic of China, Exclusive: New Report Unveils How CIA Scheme Color
Revolutions Around the World, 2023.

63 Nguyén Viét Lam, tldd, 2021.
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Két luan

Chu quyén khong gian mang la yéu t6 then ch6t dé dam bao an ninh quéc gia
va thic ddy phdt trién bén ving cua Viét Nam trong ky nguyén s6. Tuy Viét Nam
da dat dugc mot s¢ thanh tuu quan trong trong xay dung khung phdp ly, cung c6
ha ting k¥ thuat va mé rong hop tic qudc t€, nhiing thdch thic va de doa tii khong
gian mang van ngay cang phdt trién. D€ cing ¢ chu quyén khong gian mang, Viét
Nam can trién khai mét cdch toan dién va linh hoat cdc chinh sdch phdp luat, cdc
giai phdp ky thuat, va ting cuong hop tdc qudc té. Pic biét, phai luon dam bao hai
hoa gitia yéu cau bao vé chu quyén, an ninh vdi viéc ton trong cdc quyeén, lgi ich
hop phdp caa ngusi dan va doanh nghiép, tao su dong thuan trong xa hoi. Vdi cich
t1€p can phut hop, Viét Nam sé gitl viing chu quyén quéc gia trude nhtng bién dong
khé luong cua thoi dai s6, ddng thoi tin dung dugc t6i da co héi ma chuyén déi s6
va kinh t&€ s6 mang lai cho sy phit trién cta dit nudc. @

Tai liéu tham khao

[1] To Lam, Chii quyén khong gian mang: Yéu cdu thoi dai va nghia vy qudc gia, Nxb. Cong an
Nhan dan, Ha Noi, 2021 [trans: To Lam, Sovereignty in cyberspace: Contemporary requirements
and national obligations, People’s Public Security Publishing House, Hanoi, 2021]

[2] Nguyén Viét Lam, Chinh sdch an ninh mang trong quan hé qudc t¢ hié¢n nay va ddéi sdach ciia
Viét Nam, Nxb. Chinh tri quéc gia Sy that, Ha Noi, 2019 [trans: Nguyen Viet Lam,
Cybersecurity policy in contemporary international relations and Vietnam’s responses, National
Political Publishing House — Truth, Hanoi, 2019]

[3] Nguyén Viét Lam, “Cha quyén khong gian mang: Ly thuyét, thuc tién trong quan
hé¢ qudc t€ va nhtng vin dé dit ra hi¢n nay”, Tap chi Cong sdn, 2021 [trans: Nguyen
Viet Lam, “Sovereignty in cyberspace: Theory and practice in international relations
and contemporary challenges”, Communism Journal, 2021]

[4] Manuel Castells, The rise of the network society, Wiley-Blackwell, Vuong quéc Anh, 2010

[5] Johannes Thumtart, The Liberal Internet in the Postliberal Era: Digital Sovereignty, Private
Government, and Practices of Neutralization, Springer Naure Switzerland, Thuy Sy, 2024

[6] Johannes Thumfart, “Digital rights and the state of exception. internet shutdowns
from the perspective of just securitization theory”, Journal of Global Security Studies,
Vol. 09(01), 2024

[7] Milton L. Mueller, “Against sovereignty in cyberspace”, International Studies Review,
Vol. 22(04), 2020

[8] Milton L. Mueller, “Will the Internet fragment? Sovereignty, globalization and
cyberspace”, Cambridge: Polity Press, Vuong quéc Anh, 2017

[9] Helen Dixon, “Regulate to liberate can europe save the internet”, Foreign Affair,
Vol. 97(05), 2018



