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Tom tat
Trong nhitng nam gdn ddy, viéc sit dung tién ma hoa (hay tién ky thudt s6) (cryptocurrency)
da tré thanh mgt phdn trong cudc séng ciia nhiéu nguoi trén toan thé gidi. Tién ma héa la
bdt ky dang tién t¢ nao ton tai dudi dang ky thudt s6 va six dung mdt ma d¢ bdo mdt cdc giao
dich. Tién ma héa khéng cé co quan qudn ly hodc phdat hanh trung tdm, thay vao dé la sit
dung h¢ théng phi tdp trung dé ghi lai cdc giao dich va phdt hanh cdc don vi méi. Tién ma héa
dugc phdt trién trén co s6 dir liéu quan ly thong qua mang ngang hang, dugc goi la chudi khdi
(blockchain). Viéc six dung Internet, két hop vdi su phdt trién cia tién ma héa va chudi khdi,
da cho phép nhiing ké rita tién mé réng hoat dong ciia chiing sang khéng gian mang. Hoat djng
riia tien qua khong gian mang cung cdp cdc giao dich dn danh nhanh chéng, dé dang, chi phi
thdp va phd vo cdc ky thudt phdt hién truyén thong duge chinh quyén sir dung. Nowoc lai vdi
hoat dong nia tién truyén théng, hoat dong rita tién qua khéng gian mang tuong déi mdi, tién
ma hoa va chudi khdi khién hoat dong nay tré nén phic tap vé mat ky thudt. Trong bai viét,
tdc gid phdn tich ddc diém ndi bdt cia cong ngh¢ chudi khéi blockchain va tién ma héa Bitcoin
(i) néu ra mgt s6 phuong thiic nia tién qua khong gian mang (ii), thuc tién cong tdc diéu tra
phadt hi¢n hoat déng nia tién (iii) va bai hoc kinh nghiém cho Vié¢t Nam.
Tu khoa: tién ma héa, chudi khdéi, ria tién qua khong gian mang
Abstract
Cryptocurrency, sometimes called crypto-currency or crypto, is any form of currency that exists
digitally or virtually and uses cryptography to secure transactions. Cryptocurrencies don’t have a
central issuing or regulating authority, instead a decentralized system to record transactions and
issue new units is used. Cryptocurrencies run on a distributed public ledger called blockchain, a
record of all transactions updated and held by currency holders. The use of the Internet, combined
with cryptocurrency and blockchain development, has enabled money launderers to expand their
activities into cyberspace. Cyber money laundering provides quick, easy, low-cost, anonymous
transactions and circumvents traditional detection techniques used by the authorities. In contrast to
traditional money laundering, cyber money laundering is relatively new, and cryptocurrency and
the blockchain make it technically complex. In this article, the author analyzes the outstanding
features of blockchain technology and Bitcoin cryptocurrency (i); Outlines a number of money
laundering methods through cryptocurrency transactions (i), experiences in investigating and
detecting this cyber money laundering (iii) and experience for Vietnam.
Keywords: cryptocurrency, blockchain, cyber money laundering
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heo Bdo cdo thi trudng crypto Viét Nam nam 2022, “Viét Nam
hién ¢6 hon 16,6 triéu nguoi sé hiu tién ma héa (trong d6 c6
khoang 31% sé huu Bitcoin). Trong d6, bdo cio nhin manh, Viét Nam la
qudc gia ding dau thé gidi vé viéc chdp nhan tién ma héa trong hai nim
lien ti€p 2021 va 2022. Ngoai ra, Vi¢t Nam con la qudc gia ¢6 ty 1¢ nguoi
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nim git tién ma hda 16n thi hai ASEAN sau Thdi Lan.”! Nhu vay, viéc
nghién ciu dic tinh cuaa tién ma hdéa dit ra thidch thic cho cdc nha khoa
hoc va Nha nudc trong cong tic xay dung phdp luit nhim di¢u chinh
phuong thiic giao dich, hoat dong kinh doanh.

Cic cong trinh nghién cdu tai Viét Nam veé tién ma hda cung chua
nhiéu. Trong d6, sich chuyén khio “Xay dung va hoan thién khung phdp
ly vé tién do trong béi canh héi nhap va phdt trién” cua tdc gid Nguyén
Minh Oanh (nim 2019), Nxb. Tu Phdp, da nghién cdu cdc vin dé phdp ly
ve tién a0 tai Viét Nam va thuc trang phdp luat tai mét s6 qudc gia 6 chau
Au, chau My va chau A véi muc dich hoc hoi kinh nghiém cung nhu de
xudt mot s6 chinh sdch phtt hop cho viéc hoan thién chinh sich, phdp
luat veé tién do tai Viet Nam. Bai viét: “Hoan thién khung phdp ly vé tién
do trong thoi dai cong nghiép 4.0” cua tic gid Poan Thi Ngoc Hai (nim
2019) ding trén Tap chi dién td cta Toa dn nhin dian néu dinh nghia
tién do tai mot s6 qudc gia nhu Nhat Ban, My, Thuy Dién, Lién minh
chau Au néi chung va dinh nghia vé ti¢n o trong Bo luat Dan sy Viét
Nam nam 2015 va cdc quy dinh vé giao dich phdp ly lién quan dén tién
do trong cdc vin ban phdp luat cia Viét Nam nhu: Luit giao dich dién tu
nim 2005, Phdp luat tin dung — ngan hang nim 2005 va Luat Ngan hang
nha nudc Viét Nam nam 2010. D¢ tai nghién cidu khoa hoc “Khung phdp
ly vé Bitcoin va cdc loai tién ao trong phdp luiat mot s6 nudc trén thé gidi
- kinh nghi¢m cho Viét Nam” ctia nhém nghién ciiu Pham Hai Tra My
(nam 2019) phan tich mot s6 van dé ly luan va khung phdp ly cua Bitcoin
va cdc loai tién o, tinh hinh thuc hién phdp luat 6 My, Singapore, Phip
va Trung Qudc, qua d6 néu bai hoc kinh nghiém va mot s¢ dinh hudng
x4y dung khung phdp ly vé Bitcoin va cdc loai tién a0 trong béi canh cu
thé cua Viét Nam. Luan vin thac si chuyén nganh luit kinh t¢ “Nhing
nédi dung phdp ly vé tién do — thuc tién phdp luat nudc ngoai va kinh
nghi¢m cho Viét Nam” cuaa tic gid Nguyén Tran Phuong Dung (nim
2022), Truong PH Luat TP. H6 Chi Minh, phan tich khdi qudt chung,
hoat dong giao dich, dau tu tién do tai Viet Nam va mot s§ vin dé phdp ly
ve tién a0 trong cdc luat dan sy, thué, doanh nghi¢p, chiing khodn, hinh
su, qua dé tic gid d¢ xudt mot s6 kinh nghi¢ém cho Viét Nam. Bai viét
“Ban veé tién ma hda va vin dé phai ching minh trong gidi quyét vy dn
hinh su” cua tic gida Nguyén Thi Phuong Hoa (nim 2023), Hé1 thio ciap
truong, Truong BDH Luat TP. H6 Chi Minh phan tich dic diém cua tién
ma hda va chinh sich, quy dinh hién hanh cta Viét Nam, dong thoi tic
gid phan tich nhtng vin dé phai chiing minh trong ban dn dién hinh cudp

1 Nhip séng kinh t€ Viét Nam va Thé gidi, “Viét Nam c¢6 hon 16,6 tri¢u ngusi sé htiu tien ma héa,
duing thii hai ASEAN sau Thdi Lan”, https://vneconomy.vn/viet-nam-co-hon-16-6-trieu-nguoi-
so-huu-tien-ma-hoa-dung-thu-hai-asean-sau-thai-lan, truy cap ngay 25/10/2023.
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Bitcoin, qua dé kién nghi khung phép ly lién quan dén tai sain ma héa. Bai
viét “Tién ma hoa va nhiing vin d¢ dit ra véi hoat dong quan ly nha nudc
caa luc lugng an ninh mang va phong, chéng té1 pham si dung cong nghé
cao” cua tdc gia Pinh Thanh An (nim 2023) ding trén Tap chi Dan chu
va phdp luat, dua ra quan ni¢m vé tién ao, tién dién tu, tién ma hda, tién
ky thuat s, dong thai néu khé khin, viudng mic trong hoat dong quan ly
nha nudc, thuc trang hoat dong xiy dung hé théng phdp luat va giai phdp
nang cao hiéu qua quan ly nha nudc d61 véi tien ma hoa.

Trong bai viét tic gid si dung phuong phdp nghién cdu so sinh
(comparative research method) nham phan tich dic diém néi bat cua cong
nghé chudi khai Blockchain va tién ma héa Bitcoin 6 muc 1 va néu mot
s6 phuong thic rtia tién qua khong gian mang 6 muc 2. Tinh 4n danh
trong giao dich tién ma hod giy khé khan cho viéc phdt hién hoat dong
ria tién qua khong gian mang. Vi vdy, 6 muc 3 cta bai viét, tic gia néu
mot s6 kinh nghiém diéu tra hoat dong ria tién nay tii két qua nghién ciu
thuc nghiém cia mot sé tic gid khdc vé1 muc dich tim ra bai hoc kinh
nghi¢m cho Vi¢t Nam trong muc 4.

1. Pac diém néi bat caa cong nghé chuébi khéi Blockchain va tién
ma hoa Bitcoin

Cong ngh¢ chudi khéi blockchain Ia mot o s6 dii liéu cong cong phi
tap trung, loai bo viéc quin ly, can thiép cia cic t6 chuc tap trung (gom
nha nudc, ngan hang, t6 chuc tai chinh).

Cong ngh¢ blockchain tao s6 cdi khong thé thay déi hoic bit bién
dé theo doi don dit hang, thanh todn, tai khoan va cdc giao dich khdc. Hé
théng dugc tich hop sin cdc co ché ngin chin cic muc nhap giao dich trii
phép va tao su nhit quin trong cdch nhin chung vé cdc giao dich nay (tinh
bit bi¢n). Cong nghé nay giam thiéu nhiing vin dé nhu viy bing cich tao ra
mot hé théng phi tip trung, chéng gid mao d€ ghi lai cdc giao dich. Trong
qud trinh giao dich tai san, Blockchain tao ra mot s6 cdi cho médi ngudi mua
va nguoi ban. Tét ca cic giao dich phai duge ci hai bén chip thuin va dugc
tu dong cap nhat vao s6 cdi cua ci hai bén theo thoi gian thuc. Bit ky sai
s6t nao trong cdc giao dich lich su sé 1am sai léch toan bo s6 cdi. Nhiing dac
tinh nay cta cong ngh¢ blockchain da dan dén viéc st dung né trong nhiéu
linh vyc khdc nhau, bao gdm ci viéc tao ra loai tién ma héa nhu Bitcoin.?

Bitcoin (ky hi¢u: BTC, XBT, 3) Ih mot loai tien ma hoéa dya trén su
phan cip, khong can dugc quan ly béi bit ky ngan hang hoic ngusi quan
ly nao, dp dung mang ngang hang va sing kién dong thuin, ma nguén mé

2 Amazon, “What is blockchain technology?”, https://aws.amazon.com/what-is/block-
chain/?aws-products-all.sort-by=item.additionalFields.productNameLowercase&aws-prod-
ucts-all.sort-order=asc, truy cap ngay 01/10/2023.
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va st dung blockchain lam cong ngh¢ co ban.” Tién ma héa Bitcoin ¢6 cdc
dic diém ndéi bat Ia tinh phi tip trung, in danh va hoat dong theo co ché
dong thuan. Trong d6, bing viéc st dung cong nghé¢ blockchain, sy cung
ung Bitcoin la ty dong, trao déi truc ti€p bang thiét bi két ndi internet ma
khong cin thong qua mot t6 chiic tai chinh trung gian. Mang giao dich la
cdu tric lién két ngang hang (P2P), Ia cong ngh¢ khong ¢é mdy cha trung
tam va moi ngusi dung déu ¢6 kha ning trao d6i thong tin nhu nhau véi
nguoi khic. Ciu tric giong nhu chudi khién chu s6 hou s6 cdi khong thé
thay déi du lieu giao dich trong qud khui.*

Trong giao dich Bitcoin, miic do 4n danh dugc cung cip béi cdc dia
chi chu va s6, do d6, khong c6 t6 chiic hoac qudc gia tap trung nao sé hiu
thong tin cua cha s6 htiu vi Bitcoin. Vi tinh chidt 4n danh, nguoi pham to1
c6 thé si dung loai tien ma hdéa nay cho cdc hoat dong bit hop phdp, cu
thé cé mot s6 nhom sau:®

- Té1 pham lua dao: Bitcoin 1a moét khdi niém va cong nghé tién té
moéi néi va ¢o cdu hoat dong cia né rit phiic tap d6i véi nhiéu ngusi.
Trong nhiing nim gan day, gid tri cua Bitcoin da ting vot va né tré thanh
muc tiéu dau tu mai néi. Nhiéu tdi pham lgi dung su thi€u hiéu biét hoic
tam ly theo duéi lgi nhuan cao cua cdc nha dau tu dé€ thyc hién hanh vi
ltta ddo chiém doat Bitcoin;

- Téi pham trom cip: Bitcoin dugce luu trit trong vi Bitcoin va vi
Bitcoin thuc sy [a mot chudi ma ky thuat s¢ (khoda riéng), chi can khéa
riéng dugc truyén ra ngoai, nguoi giti khda riéng sé cd tit cd cic quyén
cua chu s6 hiiu vi bitcoin. Vi vay nhiéu tin tic sé su dung ky thuat nhim
xam nhap dé gianh quyén kiém sodt vi bitcoin nay.

- Giao dich bit hgp phdp: Bitcoin dugce nhiéu to1 pham st dung nhu
mot cich dé€ nhan duge khoan thanh todn tién chudc tii nan nhan nhim
trinh nguy co rut tién tryc ti€p hojc rut tién bi truy tim. Bitcoin thutng
dugc st dung lam cong cu thanh todn cho v khi, ma tiy hoic buon
ngudi trén web den nhu mét loai tién t¢ toan ciu.

3 Bitcoin Ia mot loai tién ma héa, duge phdt minh béi mot cd nhan hoic t6 chiic vo danh dung
tén Satoshi Nakamoto dudi dang phin mém ma ngudén mé tii nim 2009. Méi bitcoin c6
thé duge chia nho téi 100 triéu don vi nho hon goi 1a satoshi. Pon vi nho nhit cta tién ma
héa Bitcoin (BTC) duge dit theo tén cua cd nhan hoidc t6 chic sing lap 1a “satoshi”. Mot
satoshi, thudng dugc viét tit a ‘sats’, tuong duong véi mot phin trim triéu ctia mot bitcoin
(0,00000001 BTC), cho phép do lusng va giao dich s6 lugng nho bitcoin. Kha ning phan
chia nay la chia khda cho chiic nang cuaa Bitcoin vi né cho phép cdc giao dich vi moé va tinh
phi giao dich. Ngudn: Sam Cooling, “What is satoshi?”, https://www.techopedia.com/defi-
nition/satoshi, truy cap ngay 04/10/2023.

4 Chang-Yi Lin, Hsiang-Kai Liao, Fu-Ching Tsai, “A Systematic Review of Detecting Illicit
Bitcoin Transactions”, ScienceDirect, Procedia Computer Science 207, 2022, tr. 3211-3219,
https://www.sciencedirect.com/science/article/pii/S1877050922012698, truy cap ngay
26/9/2023.

5 Chang-Yi Lin, Hsiang-Kai Liao, Fu-Ching Tsai, ldd, tr. 3213.
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- Rua tién: Muc d6 dn danh dugc cung cip béi cdc dia chi chii va s¢
dugc st dung trong giao dich Bitcoin. Vi viy, Bitcoin da tré thanh mot
kénh rda tién mdi néi cua toi pham vé khung bs, buon ngusi, buon ban
va khi, ma tuiy.

Nhu vay, Bitcoin Ia moét loai tién ma héa ¢é uu diém vugt troi la tinh
phi tap trung, minh bach, phi giao dich thip va thuc hién giao dich xuyén
qudc gia mot cich nhanh chéng, thuan tién.® Quan trong hon, vi Bitcoin
khong thuoc thim quyén quan ly cua bit ky quéc gia nao nén né thusng
dugc st dung cho cdc to1 pham xuyén bién gidi.

2. Mot s6 phuong thic raa tien qua khong gian mang

Theo CoinMarketCap,” tinh dén thing 9/2023, trén thé giéi hién c6
hon 23.000 loai tién ma héa.® Cdc loai tién ma héa khong phii Bitcoin
dugc goi chung la “altcoin” dé€ phan biét chiing véi ban géce.’

Tinh phi tip trung cta tién mi hdéa da khién nd tré thanh cong cu
yéu thich ctia nhiéu t6i pham. Déng co chinh thic ddy viéc st dung tién
ma héa (gdom ca Bitcoin va altcoin) trong hoat dong bt hgp phdp 1a muic
do 4n danh dugc cung cidp boéi cde dia chi chii va s¢ dugce st dung trong
giao dich. Vi dic diém nay va pham vi tiép can toan ciu, tién ma héa da
cung cip moét phuong thiic d€ cic t6 chuic to1 pham chuyén hoat dong
rtia tién truyén thong sang linh vuc ria tién qua khong gian mang. Cidc t6
chuc t¢1 pham va khing b6 quan tim dén tién ma héa vi cdc co quan thuic

6 Nguyén Thi Phuong Hoa, “Ban vé tién ma hda va vin dé phai ching minh trong giai quyét
vu dn hinh su”, Ky yéu Hgi thao Ching ai va chiing minh trong gidi quyét vy dn hinh si, do Khoa
Luat Hinh sy t6 chuc tai Trudng Pai hoc Luat TP. H6 Chi Minh, 2023, tr. 302-332.

7 CoinMarketCap la trang web dugc tham khio nhiéu nhit dé€ theo doi gid vé cdc loai tién ma
héa trén thé gidi trén thi trudng tién ma héa dang phdt trién nhanh chéng. Nhiém vu cua
ho la lam cho tién ma héa ¢d thé khdm phd duge va cé hi¢u qué trén toan cau bing cdch
trao quyén cho ngudi dung bdn 1¢ thong tin khong thién vi, chit lugng cao va chinh xdc dé
dua ra két luan sing sudt cua riéng ho. Pugc thanh lip béi Brandon Chez vao thing 5 nam
2013, CoinMarketCap da nhanh chéng phdt trién d€ tré thanh nguon ddng tin ciy nhit béi
ngudi dung, t6 chiic va phuong tién truyén thong dé so sinh hang nghin loai ti¢n ma hda va
thuong dugc trich dan béi CNBC, Bloomberg va cic hang tin tic 16n khdc (ngay ca Chinh
pha Hoa Ky cung st dung du liéu cua CoinMarketCap trong nghién cdu va cdc bdo cdo).
Xem: CoinMarketCap, “About CoinMarketCap” https://coinmarketcap.com/about/, truy
cap ngay 10/10/2023.

8 Tuy nhién, t6c do ting trudng ding kinh ngac d6 khong hoan toan la tin t6t. Nhitu loai tién
ma héa méi ¢6 rit it muc dich ngoai viéc ki€m tién cho cdc nha phdt trién cda ching. Nhin
chung, day van Ia moét thi truong rit phic tap, ning né béi moét s6 lugng nhoé tién ma héa
nhung chi€ém phin 1én téng gid trj cha thi trudng. Xem: Lyle Daly, “How Many Crypto-
currencies Are There?”, 2023, https://www.fool.com/investing/stock-market/market-sec-
tors/financials/ cryptocurrency-stocks/how-many-cryptocurrencies-are-there/, truy cap ngay
15/10/2023.

9 Tran Ngoc Lan Trang, “Moét s§ cdch thic diéu tra hoat dong rua tién qua khong gian mang
va kinh nghiém cho Viét Nam”, Ky yéu Hgi thdo Chiing ai va chitng minh trong gidi quyét vy dn
hinh si, do Khoa Luat Hinh sy t6 chiic tai Truong Pai hoc Luat TPHCM, ngay 08/11/2023,
tr. 333-350. Phu luc: Mot s6 loai tién ma héa quan trong va ¢6 anh hudng nhit, tr. 349-350.
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thi phdp luat va cdc chuyén gia chéng khung b6 ¢6 thé gip khé khan hon
trong viéc theo doi tai san tién ma héa. Ngay tu dau, cdc t6 chuc to1 pham
da chuyén sang su dung tién ma hda Bitcoin nhu mot cdch thiic thuc hién
thanh todn 4n danh."

Nhting ké rta tién st dung rit nhi¢u cong cu va ky thuat d€ che gidu
cdc giao dich bit hgp phdp, tham chi tao ra cic nhat ky ddng tin cay. Mot
s& phuong thiic rda tién qua khong gian mang thusng dugce si dung la:

- Phian mém 4n danh The Onion Router (TOR) Ia moét ting dung dn
danh, mién phi, dé truy cip, si dung nhiéu nit TOR d¢€ dinh tuyén luu
lugng truy cap qua Internet trong khi ma hdéa luu lugng gitia cic nit. Do
mdy tinh két n6i chi c6 thé phdt hién duge dia chi IP' cta nit trude dé
nén phin mém sé dn dia chi IP g6c va diu vét tiép theo.'? Tiéu chi ctua
phan mém TOR la cung cip quyeén riéng tu truc tuyén cho tit cd nhiing
ai can si dung."”

- Hoat dong rua tién vi moé la chia s6 lugng tién mi héa ding ké
thanh s¢ tién nho hon, sau d6 déi ching ldy tién té va gui ching vao tai
khodn hop phédp. Pay dugc xem la cich don gian dé lam xdo trén va lam
cho viéc chuyén tién ma héa vao hé théng tai chinh trong it ddng ngo
hon. Két hgp hoat dong riia tién vi mé véi cdc dich vu trén/ddnh cip tien
ma hda sin ¢6 va cdc cong cu bao vé quyeén riéng tu, nhung ké ria tién
c6 thé 4n danh hon niia cdc giao dich, bio v¢ quyén riéng tu va trdnh bi
chinh quyén phdt hién."

- Cdc dich vu tron 1an (mixing/tumbling services) nhim chuyén déi hop
phdp tién ma héa “ban” thanh tién ma hda “sach” va che gidu lich su giao
dich trén blockchain. Tién ma héa “sach” dugc ldy tit nhung ngusi dung
hop phdp khdc cua dich vu. Do dé, s6 lugng nguoi ding ky hop phdp

10 Bitcoin la phuong thiic thanh todn tiéu chuin dé mua ma tiy bit hop phdp trén nén ting web
den khét tiéng Silk Road, ma Ross Ulbricht da dua ra vao thing 7 nim 2010.15 Silk Road da
xu ly doanh s6 bdn hang tri gid 9,5 triéu Bitcoin trong téng s6 12 triéu Bitcoin dang luu hanh
tii nim 2010 dén nim 2012.16 Tin tic da st dung Bitcoin trong cdc cudc tin cong ransomware
nhu WannaCry, trong d6 phin mém doc hai nhu CryptoLocker ma héa tit ca du liéu trén cdc
mdy tinh bi xdm nhap. Sau dé, tin tic dua ra khéa ma héa d€ déi ldy mot lugng Bitcoin nhit
dinh. Xem Armin Krishnan, “Blockchain Empowers Social Resistance and Terrorism Through
Decentralized Autonomous Organizations”, Journal of Strategic Security, Vol. 13, Apr. 2020, tr.
44-45, https://www.academia.edu/47089198/Blockchain_ Empowers_Social_Resistance_and_
Terrorism_Through_Decentralized_Autonomous_Organizations, truy cap ngay 17/10/2023.

11 Dia chi IP - Internet Protocol - giao thiic Internet, hiéu 1a moét dia chi don nhit ma nhting thiét bi
dién ti hién nay dang st dung dé nhan dién va lién lac véi nhau trén mang mdy tinh. Xem:
https://vi.wikipedia.org/wiki/Bja_chi_IP, truy cap ngay 03/10/2023.

12 Xem: https://en.wikipedia.org/wiki/Tor_(network), truy cap ngay 01/10/2023.

13 Xem: https://www.torproject.org, truy cap ngay 01/10/2023.

14 Rolf van Wegberg, Jan-Jaap Oerlemans, and Oskar van Deventer, “Bitcoin money launder-
ing: mixed results? An explorative study on money laundering of cybercrime proceeds using
bitcoin”, Journal of Financial Crime, ISSN: 1359-0790, Article publication date: 8 May 2018,
https://www.emerald.com/insight/content/doi/10.1108/JFC-11-2016-0067/full/html,
truy cap ngay 17/10/2023.
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cang cao sé lam ting hiéu qué caa viéc tron/xdo tron. Bo tron cung cip
cho titn ma hoa da dugce lam sach moét dia chi cong khai mdi tii mét trong
nhting dia chi cong khai “sach” ctia bo tron khong lién quan dén qud trinh
tron/xdo tron. Dich vy trén sé khiu trii phi giao dich ti s§ tién mdi dugce
“rtia sach” cuia khdch hang va nap tién ma héa du trti vao cdc dia chi cong
cong, gép phan vao qud trinh tron.”

- Dich vu truc tuyén (online services) d¢ cap dén cdc dich vy duge cung
cdp béi cdc ngan hang truc tuyén va cdc trung gian tai chinh ao khdc. PDay
la nhting cong cu rta tién hip dian vi né dé dang khai thdc nhting khdc
biét vé quy dinh va bo qua cdc yéu cau, chang han nhu mé tai khoan ngan
hang Internet 6 cdc khu vuc phdp ly khdc nhau. Cdc tai khoan ¢ thé duge
mo6 dudi tén ctia mot cong ty vo boc cung cidp cdc dich vu va sin phim
gia hoic that d€ che gidu danh tinh va tao thém vé ngoai hgp phdp. Bing
cdch cung cdp cdc dich vu hoic san phim thuc, khdch hang hgp phdp vo
tinh cung cip s6 tién thu dugc hgp phdp duge tron lan véi s6 tién thu
dugc bit hgp phdp, khién cho viéc phan biét va theo doi nhting khoan sau
nay khé bi phdt hién hon. Cdc san giao dich nay thuong xuyén st dung
cdc ky thuat tron/ lat d6 va tham chi ¢ nhing ngudi chuyén tién (money
couriers/money mules) dé ting thém tinh dn danh va che gifu giao dich.
Giao dich ¢ thé thuc hién gitia khdch hang va san giao dich bang cdch su
dung ATM tién ma hda. '

- Piu gid tryc tuyén (online auctions) thuong dugce st dung dé chuyén
tién bat hop phdp vao tai khoan ngan hang cua cic cong ty hop phdp
(thudng la cdc cong ty vo boc). Mot dai dién caa cong ty vo boc dong
vai tro la cong ty bdn vat phim trong cudc ddu gid va nhing ké riia tién
(smurfs) dong vai tro a ngudi mua, ddy gid bdn cta vat phdm d6 lén cao
nhit cé thé. Vi cdc cudc ddu gid khong cd gidi han vé gid nén ké rua tién
dua ra muic gid cit c6 so véi gid tri cia mon hang duge ddu gid. Giao dich
dugc hoan tit khi ngudi ¢6 gid thing cao nhit (ké rua tién) gui tién bit

15 Rolf van Wegberg, Jan-Jaap Oerlemans, and Oskar van Deventer, tldd, tr. 425. Nghién ctiu
ctia nhom tdc gid dua trén viéc st dung ky thuat TNO Dark Web d€ truy cap, thu thap da
lieu trén internet khong duge cong khai va khong thé truy cap thong qua cdc cong cu tim
kiém thong thusng. TNO Dark Web MoniTOR la mét cong cu tuong tdc dugc thiét ké dé lgp chi
muc va hién thi di licu Dark Web dugc thu thdp thong tin. Sir dung ky thudt nay, nhom nghién aiu da
phat hién ra hon 25.000 dich vu in, tic la cdc trang web Dark Web. Bing cdch su dung TNO
Dark Web Monitor, ching toi da ¢é dugce cdi nhin téng quan chic chin vé téng ngudn cung
dich vu Dark Web cung cidp viéc tréon va trao déi bitcoin tii bitcoin sang loai tién khong do
khdc thong qua nhiéu nén ting dau ra dn danh. Téng quan nay cho phép chung toi thiy mot
s6 diém khdc biét ddng chu y trong cdc dich vu dugc cung cidp. Muc dich cta chién luge nit
tien 1a cung cdp s6 tien ¢6 thé chi tiéu duge tii toi pham ma khong thé truy nguyén nguon
gdc¢ cta no.

16 Michael W. Calafos and George Dimitoglou, “Cyber Laundering: Money Laundering from
Fiat Money to Cryptocurrency”, first online: 04 July 2022, In book: Kevin Daimi, Ioanna
Dionysiou (ed.), Principles and Practice of Blockchains, Nour EI Madhoun, Springer, 2023, tr.
271-300, https://www.researchgate.net/publication/365641007_Cyber_Laundering Mon-
ey_Laundering_from_Fiat_Money_to_Cryptocurrency, truy cip ngay 10/10/2023.
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hop phdp vao tai khodn ngin hang ctia cong ty vo boc va cong ty nay van
chuyén vat phim didu gid. Qud trinh nay mang lai cho giao dich vé ngoai
hop phdp khi ¢6 sy tham gia ctia mét cong ty uy tin (mic du chi la vé
boc)."”

- Rua tién do (Virtual money laundering) 1a mét ky thuat tuong déi
mdi st dung cdc t6 chuc ti thién trén internet va cdc tro choi nhap vai
truc tuyén nhitu ngudi choi (massive multiplayer online role-playing games -
MMORPG). Nhung ké rua tién qua khong gian mang quyén gép tién
bin cho cdc cong ty vo boc ¢6 vé hop phdp, duge thanh lap nhu cdc t6
chuic tu thién dya trén internet, thuc hién rit it hoic khong lam tui thién.
Mait khic, véi MMORPG, ngudi choi raa tién hau nhu ¢é thé mua tién
ma héa bing cdch st dung tién t¢ phdp dinh (fiar) véi ty gid héi dodi co
dinh trudc khi choi va sau dé ki€m thém tién ma héa khi choi tro choi.
Sau dé, ngudi choi ¢ thé trao déi do tién ma héa véi ngudi khic hoic
mua hoic bdn cdc vat phim do. Ngudi choi ctng ¢6 thé chuyén déi tien
mai hda thanh tién phdp dinh va sau d6 gui tién phdp dinh vao mot hoic
nhiéu tai khodn. Sau khi tién t¢ duge g, nguoi choi ¢6 thé rit tién tii bat
ky mdy ATM nao. Doi khi, nguoi choi nhan duge thé ghi no ¢d thé nap
lai d€ choi mot tro choi cu thé, diéu nay cing cho phép ngusi choi rit
tién phdp dinh tit mdy ATM."™

- Co bac truc tuyén (online gambling) cung nhu ¢ bac trong thé gidi
thuc, ¢d bac tric tuyén Ia mot cich nhanh chéng va hiéu qua khic dé
hop phdp hda cic khoan tién bat hgp phdp va trén thué€. Thong thuong,
cdc song bac 6 nudc ngoai 6 nhtng dia diém c¢6 quy dinh long 1éo dugc
chon va chuing c6 thé dugce su dung dé ria va phan phdi sé tién 16n. Mot
phuong phdp dién hinh la khai thdc cdc dich vu ¢o bac hop phdp trén
Internet hojc thanh lap cdc doanh nghiép ¢ bac bit hop phdp. Du bang
cdch nao, ¢ bac tryc tuyén la mét phuong phdp ria tién qua khong gian
mang hi¢u qua vi hau hét cic giao dich déu su dung thé tin dung hoic
thé tra trude."

- Thé (cards) gom thé tin dung (credit cards) va thé tra trudc (prepaid
cards), con duge goi la thé “thong minh”, la nhung cong cu ¢6 gid tri dugce
luu tri. Cdc t6 chuc tdi pham st dung cdc loai thé bi ddnh cdp hoic gia
mao d€ mua san pham va dich vu truc tuyén nhim che gidu hoat dong rua

17 Danton Bryans, “Bitcoin and money laundering: mining for an eftective solution”, Indiana
Law Journal, Vol. 89:144, 2014, SSRN: https://ssrn.com/abstract=2317990, truy ciap ngay
17/10/2023.

18 Danton Bryans, tldd.

19 Danton Bryans, tldd. See Pim Verschuuren, “Money laundering, sports betting and gam-
bling”, in K. J. Mc Carthy (ed.), The Money Laundering Market: Regulating the criminal economy,
Agenda Publishing, 2018, tr. 113-136, https://www.unodc.org/res/safeguardingsport/gres/
section-9_html/SPORTS_CORRUPTION_2021_S9.pdf, truy cip ngay 20/10/2023.
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tién cia minh. Phuong thiic thanh todn ua thich Ia thé trd trudc gom cd h¢
théng mé va déng vi tinh dé si dung trong viéc chuyén tién xuyén bién
gi6i. Trong do, thé hé¢ théng mé la thé ghi ng (debit cards) ¢ thé si dung
6 hau hét moi noi nhu mdy rit tién ty dong thong thudng - automated
teller machines (ATMs), kiosk c6 thé déi tien do - convertible virtual currency
(CVC) kiosks, hoac ATM tién ma héa - crypto ATMs. Con thé hé théng
khép kin la thé di¢n thoai tra trudc (prepaid telephone cards) c6 thé duge
mua va bdn lai.?

- Dich vu thanh todn di dong (mobile payment services - MPS) dugc cung
cdp béi cdc t6 chiic phi ngan hang va khong yéu cau ngudi dung phai cé
tai khoan ngan hang hoic thé tin dung. MPS dugc giao dich qua dién thoai
di dong hoic thiét bi lién lac khdc, két néi véi internet thong qua truy cap
giong ndi, nhin tin vin ban hojc giao thiic ting dung khong day dé thuc
hi¢n thanh todn. Thanh todn qua di¢n thoai di dong da thay th¢ tai khoan
ngan hang & nhi¢u qudc gia va thanh todn thong qua cdc cong cu ngan hang
(vi du: tién mit, séc, chuyén tién). Dic biét 6 nhting qudc gia ¢é hé thong
ngan hang kém phit trién hoic hoat dong kém, MPS la cich nhanh nhit dé
ti€n hanh kinh doanh. Nhuing ké rta tién su dung dién thoai di dong cho
cdc giai doan phan 16p va dan dyng (con dugc goi la ludt web ky thuat s6).
Theo dé, ho hudng din nhting ngusi trong dudng day rua tién si dung
dién thoai di dong va tién t¢ phdp dinh bat hop phdp d€ chuyén tién ma héa
vao tai khoan chinh hoic mot s& dia chi khdc.?!

- Chién dich ma doc téng tién (ransomware): Chién dich ransomware
chong lai cic muc tiéu duge chon Ia mot phuong phdp ria tién tiéu chuin
khdc trén mang. Kiéu tdn cong nay dya trén ma doc, moét loai phan mém
doc hai lay nhiém vao hé théng mdy tinh dé€ 14y hoic xda du lidu va gia
dii liéu Iam con tin nhim chin quyén truy cip vao du liéu yéu cau thanh
todn tién chuoc dé giai phong du liéu, thusng 6 dang tién ma héa. Nhim
thuc hién chién dich ransomware, cdc t6 chiic t61i pham thuong thué nhan
tai (c6 thé Ia moét tin tic riéng 1é hoic méot nhém hoat dong doc lap). Sau
khi nhan tién chuoc tii muyc tiéu, cdc té chic nay nim git tién ma héa
“sach”.?

Nhu vay, véi moét s6 phuong thiic, ky thuat nhu trén, vé co ban, tién
mi hda (gom ca Bitcoin va altcoin) ¢6 thé cho phép nhiing ké rua tién
chuyén tién bit hgp phdp nhanh hon, ré hon va kin ddo hon bao gio hét.
Tién ma hoa ¢6 kha ning cho phép bit ky ngusi dung nao (gdom ca nguoi
dung hgp phdp hoic toi pham) chuyén tién véi t6¢c do gan nhu tic thoi
vdi chi phi thip hoic mién phi, véi rao can gia nhap rit thip, trong khi

20 Michael W. Calafos and George Dimitoglou, fldd.
21 Michael W. Calafos and George Dimitoglou, fldd.
22 Michael W. Calafos and George Dimitoglou, ¢ldd.
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van hau nhu dn danh ma khong cian ¢6 ddu vét gidy t6 cong khai.

3. Két qua nghién cuu vé cac bién phap diéu tra hoat dong rua tién
qua khong gian mang tai mot s6 quéc gia trén thé gici

Hoat dong rua tién qua khong gian mang ¢6 thé dugc thyc hién truc
tuyén mot phin hoic hoan toan, véi viéc chuyén tién va rua tién ma héa
xuyén bién gidi va xuyén khu vuyc phdp ly dugc thuc hién moét cdch bi
mat, lien mach va thuc t€ 1a ngay 1ap tic.” Do d6, hoat dong rua tién qua
khong gian mang hién nay dit ra mot s6 thich thiic sau:

Thit nhdt, vé khung phdp 1y lién quan dén tién ma hda va rua tién qua
khong gian mang, dic biét 6 cap do qudc t€, cic k€ hoach quan ly va chinh
sich phdp ly lién quan hau nhu déu bi phan manh va khong giai quyét thoa
ddng thi trudng tién ma héa. Su phan manh nay bao gdom tti moét s6 khu vuc
phdp 1y cdm hoan toan viéc st dung tién ma héa do méi de doa duge nhan
thiy cua né déi véi cdc khu vyc phdp ly khdc khong c¢6 bat ki luat nao vi
ho khong coi tién ma hdéa la tién t¢ va do d6é khong phai tuan theo cdc quy
dinh chéng rta tién. Ngay ca dinh nghia phdp ly va tién t¢ cia tién ma héa
cung khdc nhau gitia cdc khu vuc phdp ly va doi khi ngay ca gita cdc co
quan trong cung khu vuc phdp ly. Nhiing bién thé nay trong viéc xdc dinh,
cong nhan va diéu chinh tién ma héa trong béi canh phdp ly cho phép cic
hoat dong tién ma hda bit hgp phdp phdt trién manh va can tré quy dinh
quéc t€ hiéu qui va thuc thi hoat dong rua tién qua khong gian mang.*

Thii hai, dic tinh dn danh va phi tap trung ctia tién ma héa giy khé
khian trong viéc phdt hién, truy vét to1 pham rda tién qua khong gian
mang. Pieu thu vi Ia, khong gidng nhu tién phdp dinh, tién ma héa ¢é
thé dugc st dung lam tai sin diu vao va diu ra va c¢d thé tham gia hoic
thodt khoi qud trinh rda tién & bat k¥ giai doan nao. Ngudi nim git tién
ma héa ¢6 thé si dung cdc san giao dich chua dang ky hoic cdc trung gian
tai chinh khdc, bé qua hé théng tai chinh va ngan hang da dugc thiét lap,
cung véi bit k¥ co quan quan ly yéu cau xdc minh khdch hang. Tuong ty,
nhiing ké rtia tién qua khong gian mang st dung cdc san giao dich chua
dang ky dé€ chuyén déi tién phdp dinh va tham chi c¢i kim loai quy va dd
quy thanh tién ma hda d€ trdnh sy gidm sdt ctia co quan quan ly.” Kha
nang cua ngudi dung trong viéc trao déi tién ma hda tryc tiép ldy cdc loai
tien t¢ khdc, chuyén qua vo6 s6 dia chi khdc nhau dé che gifu va giao dich
vdi nhting ngusi dung khdc dé 14y hang héa vat chit, giy kho khan trong
viéc phdt hién, truy vét to1 pham.

23 Rolf van Wegberg, Jan-Jaap Oerlemans, and Oskar van Deventer, tldd.

24 Michael W. Calatos and George Dimitoglou, tldd. See 5.2 Cyber Laundering Legislation and
Regulations.

25  Michael W. Calafos and George Dimitoglou, #ldd.



LUAT HINH SU 81

Thii ba, viéc su dung nhieu ma héa dé hd trg tinh 4n danh va ting
dung cta né véi vi ky thuat s¢ lam tang ding ké thich thic cho cdc nha
dieu tra trong viéc xdc dinh nhiing nguoi lién quan dén giao dich. Mic
du khéa cong khai cta nguoi dung c6 thé duge truy tim thong qua lich
st giao dich, nhung sy ton tai cta nhitu khéa cong khai tiém 4n lién
quan dén mot cd nhan khién nhiém vu diéu tra chi tré nén phuc tap hon.
Ngay ca khi thong tin nhan dang dugc yéu cau xdc nhan danh tinh nguoi
dung va mé tai khodn, ngusi dung van cé thé cung cdp thong tin ltia ddo.
Ngusi dung cung c¢6 thé che gidu danh tinh cia minh bing cdch stt dung
nhiéu dia chi cong khai tit cdc vi tién ma héa khdc nhau hoic két néi véi
cdc mdy tinh khdc trong mang khong day mo.

Thit tu, cic cudc diéu tra ria tién rit phic tap va t6n thoi gian ma
thong thuong, chi nhing co quan diéu tra I6n nhit véi déi ngtt nhan vién
am hiéu ky thuat va lanh nghé nhit mdi c¢é du nguon luc dé theo dudi véi
bit ky muic do thanh cong nao. Cdc nha di¢u tra phai hi€u ky vé chudi
khéi blockchain va tién ma héa cting nhu cdc phuong thiic va thuit todn
giao dich phuc tap ma chung hé trg. Ho cang phai theo kip t6c do déi
mdi nhanh choéng trong thi trudng tién ma hda, noi lién tuc giéi thi¢u
cdc loai tién t¢ khdc nhau véi h¢ théng thanh todn va 4n danh khdc nhau.

V61 nhting thich thic trén, hoat dong dieéu tra hanh vi rta tién qua
khong gian mang can ¢6 cdch thiic riéng. Cdc nha diéu tra cung nhan ra
rang mic du 4n danh nhung ho so giao dich Bitcoin chia nhiéu thong tin
dic trung (features) nhu thoi gian giao dich (transaction time), dia chi vi dau
vao (input wallet address), dia chi vi dau ra (output wallet address). V61 nhiing
thong tin dic trung nay, kém vdi tinh bit bién nén chu sé huu vi Bitcoin
khong thé thay déi du liéu giao dich trong qud khud. Do d6, cich chon
thong tin dic trung nay d€ phan tich, diéu tra sé gitp phdt hién cic giao
dich bt hgp phdp, chiang han nhu gui tién mit tai cdc chi nhdnh ngan
hang khdc nhau trong moét khung théi gian ngin, chuyén khoan vao cdc
tai khoan khong c¢6 giao dich nao khdc hoic héi phi€u ngan hang déi
thanh ngoai t¢, dugc dp dung d€ phdt hién hanh vi rua tién.”

Trong nghién ciu “Pdnh gid c¢é h¢ théng vé viéc phdt hién cdc giao
dich Bitcoin bit hgp phdp” cua cic tdc gia Chang-Y1 Lin, Hsiang-Kai Liao,
Fu-Ching Tsai ti Cuyc Diéu tra t61 pham thuoc Pai hoc Canh sit Pai
Loan, nhém tdc gia da thu thap dugce 25 tic pham, tai liéu (ti cdc bai bdo,

26 Michael W. Calafos and George Dimitoglou, fldd; Investigating, regulating and prosecuting
cyber laundering; S. Middlebrook and S. Hughes, “Regulating Cryptocurrencies in the Unit-
ed States: Current Issues and Future Directions”, William Mitchell Law Review, Vol. 40, Jan.
2014, https://open.mitchellhamline.edu/cgi/viewcontent.cgiarticle=1567&context=wmlr,
truy cap ngay 10/10/2023.

27  Chang-Yi Lin, Hsiang-Kai Liao, Fu-Ching Tsai, tldd, tr. 3212.
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hoéi thio cua cdc tic gid)® lién quan dén viéc xdc dinh cdc hoat dong bat
hop phdp trong mang ludi giao dich Bitcoin. Pé xdc dinh cic hoat dong
bt hop phdp trong mang Bitcoin, viéc phan tich giao dich Bitcoin la can
thiét. Tuy nhién, lugng du liéu trong cdc giao dich Bitcoin qud 16n, cdc tinh
nang lién quan va cdc bién thé cua chung qud phic tap cin dugc nghién
ciu. Vi vay, cong nghé¢ mdy hoc (machine learning) dang bit dau dugc dp
dung rong rai trong linh vuc nay. Mdy hoc la mot loai tri tué¢ nhan tao, cho
phép mdy hoc tit dii li¢u I6n va dua ra cdc tiéu chi phan biét, cudi cung dat
dugc muc dich du dodn du liéu chua nhin thidy. Cong nghé¢ mdy hoc c¢é
thé dugc chia thanh hoc ¢6 gidm sdt (supervised leamning), hoc khong gidm st
(unsupervised learning), hoc ban gidm st (semi-supervised learning) va hoc ting
cuong (reinforcement learming) theo ch&€ d¢ hoat dong cia né. Tién ma héa cé
diac diém Ia phan cdp, minh bach va bit bién. S lugng ngusi dung va cdc
ung dung lién quan dén tién ma hda sé ngay cang tré nén phd bién hon.
Tuy nhién, xu hudng nay cting khuyén khich t¢1 pham thuc hién cdc giao
dich bt hgp phdp trén web den hogc ria tien. Mit khdc, ban chit cia s6 cdi
cong khai tién ma héa mé ra mot cinh cia khic xdc dinh hoat dong bt hop
phdp. Bing cdch tém tit cdc thuat todn va nghién ciiu viéc ving dung cong
ngh¢ mdy hoc trong viéc phdt hién giao dich bit hgp phdp trén wed den
va ¢6 hoat dong rua tién, nhém tdc gid tin ring cdc nha nghién cdu trong
tuong lai ¢6 thé hiéu ro hon vé dong Bitcoin.”

Trong nghién ctu ““Phadt hi¢n hoat déng bdt hop phdp trong giao dich Bitcoin
bang ky thudt phdn tich chudi thoi gian” cta cdc tic gid Rohan Maheshwari,
Sriram Praveen V A, Shobha G, Jyoti Shetty, Arjuna Chala, Hugo Watanuki,
nhém tdc gid cho ring dong co chinh thic ddy viéc st dung tién ma héa
nhu bitcoin trong hoat dong bit hop phdp 1a muic do dn danh duge cung
cip béi cdc dia chi chii va s6 dugc st dung trong giao dich. Tuy nhién, dieu
nay khong c¢6 nghia la tinh 4n danh dugc tich hgp vao hé théng vi cic giao
dich dugc thuc hién van phu thudc vao yéu t6 con nguoi. Ngoai ra, ¢
khoing 400 Gigabyte du li¢u tho ¢6 sin trong chudi khéi Bitcoin, khién né
tré thanh moét van dé vé dua liéu 16n. Hé théng tinh todn va truyén thong
hi¢u ning cao (high performance computing and communication, HPCC) dugc su
dung trong nghién ciu nay, day la mét nén tang du liéu 16n, ngudon mé,
chuyén sau vé di liéu. Trong nghién ciu, nhom tdc gia ¢8 ging st dung di
li¢u thai gian dugce tao ra bang cdch 14y khodng thai gian gitia cdc giao dich
lién ti€p dugce thuyc hién béi moét dia chi va xdc dinh ban chit cua dia chi
dé (gdm ca hop phdp va bat hop phdp). Nghién ciiu cho thiy du li¢u chudi
thoi glan ¢6 thé duge su dung dé c6 thé xdc dinh cdc dia chi khidc nhau cé

28  Chang-Yi Lin, Hsiang-Kai Liao, Fu-Ching Tsai, tldd, tr. 3214-3215. Xem Table 2. The ref-
erence list: cdc bai bdo, hoi thao tii nim 2018 dén nam 2022.
29  Chang-Yi Lin, Hsiang-Kai Liao, Fu-Ching Tsai, tldd.
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ngudn goc tii cung mot ngudi dung hogc nhting ngusi dung tham gia vao
hoat dong tuong tu. Trén co s6 phan tich, bai viét dua ra bang ching manh
mé cho thiy ngusi dung tham gia vao hoat dong bat hop phdp c¢6 thé bi
phdt hi¢n bang cdch st dung cdc dia chi bat hop phdp da biét trude d6. Tuy
nhién, nhém tic gid cang chi ra raing khuyét diém cua phuong phdp nay Ia
thi¢u dui liéu vé cdc giao dich va dia chi bat hop phdp. Do d6, nhém tdc gia
dé xuit can nghién cdu sdu hon va ¢ bo du li¢u toan di¢n hon dé cai thién
do chinh xdc va do tin cay cua viéc phdt hién dia chi bat hop phdp trong cic
giao dich Bitcoin.™

Trong nghién ciu “Rua tién trén khong gian mang: tii tién phdp
dinh dén tién ma héa” cua cic tic gia Michael W. Calafos and George
Dimitoglou, nhém tdc gid tap trung phan tich Chién dich chéng riia tién
(U.S. anti-money laundering (AML) regime) cia Hoa K¥y. La mot trung tam
tai chinh va kinh t€ toan ciu quan trong, Hoa Ky dé bi anh hudéng vé an
ninh va khing bé do khéi lugng giao dich tai chinh 16n. Chién luge nay
bit dau tit nhing nim cudi 1970 da din dén viéc xiy dung cdc khuon
khé phdp ly toan dién nhim phdt hién va ngin chian cdc hoat dong toi
pham qua trung gian h¢ théng tai chinh. Tu d6 dén nay, Hoa Ky lién
tuc cap nhat, thit chit khuon khé AML va gidm sdt chit ché cdc t6 chiic
tai chinh dé dim bao tuan thu phdp luat.”’ Véi viéc phan tich Chién dich
AML, nhom tdc gid cho ring cdc bién phdp kiém sodt phi ky thuat va
k¢ thuat cu thé c¢6 thé can thi¢p, lam giin doan hoic ngan can cdc hoat
dong rua tién qua khong gian mang. Trong d6: moét s6 bién phdp kiém
sodt phi ky thuat gom:*

- Thau hiéu (Know-Your-Customer, KYC) va thim dinh khdch hang
(Customer Due Diligence, CDD): cdc bién phdp kiém sodt dugc dp dung dé
ngan chan ca hoat dong rua tién va tai tr¢g khung bs. Cdc bién phdp kiém
sodt ctia ho duge phdp luat quy dinh d6i véi cdc cong ty trong nganh dich
vu tai chinh, yéu ciu cdc cong ty phai chiing minh bit ky ngusi nao nim
gitt hodc niém yét trén moét tai khoan. Cdc bién phdp kiém sodt nay xuit
hién & cdc giai doan khdc nhau cia méi quan hé véi khdch hang, méi
giai doan yéu ciu mot bién phdp kiém sodt khdc nhau. Khi danh tinh da
dugc xdc nhan va thiét lap, can phai dinh gid rai ro va gidm sdt tai khoan

30  Rohan Maheshwari, Sriram Praveen V. A., Shobha G., Jyoti Shetty, Arjuna Chala, Hugo
Watanuki, “Illicit Activity Detection in Bitcoin Transactions using Timeseries Analysis”, In-
ternational Journal of Advanced Computer Science and Applications, Vol. 14, No. 3, 2023, https://
thesai.org/Downloads/Volume14No3/Paper_2-Illicit_Activity_Detection_in_Bitcoin_
Transactions.pdf, truy cip ngay 23/10/2023.

31  Sanctions Canner, “Anti-Money Laundering (AML) in United States of America”, https://
sanctionscanner.com/aml-Guide/anti-money-laundering-aml-in-united-states-of-ameri-
ca-80 , truy cap ngay 18/01/2024.

32 Michael W. Calafos and George Dimitoglou, #ldd.
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lien tyc. Bat ky giao dich ding ngd sé duge chuyén dén co quan ¢6 thim
quyeén dé diéu tra.

- Gidm tinh 4n danh cua cdc san giao dich bing cich kiém sodt viéc
xdc dinh danh tinh khdch hang;

- Theo doi hoat dong ctia cdc san giao dich da dang ky: Mic du danh
tinh cua cha sé htiu hoic ngudi dung san giao dich ¢6 thé khong bi phit
hi¢n, nhung co quan chic ning c6 thé su dung cong nghé va van thu gia
hoic dinh chi bat ky tai khoin ding ngo nao trong san giao dich hoic
dong toan bé san giao dich. Trong khi si dung mét san giao dich chua
dang ky, nhting sai st hoic thi€u kinh nghiém cua chu s6 htiu hodc ngusi
dung trong qud trinh it tién cd thé din dén ro ri du liéu va cung cdp cho
co quan chic ning bing ching diu vét. Nhiing 161 nhu vay ¢ thé don
gian nhu st dung cung mét dia chi hoic mat khau cho nhiéu muc dich
hoic tai khoan, khong st dung cdc cong cu bao vé quyén riéng tu;

- Quin ly tién ma héa bing h¢ théng phdp luat toan dién cta qudc
gia, khu vyc: Quy dinh nay c¢6 thé bao gom tii Iénh cAim hoan toan déi
vAi tién ma héa dén viéc cong nhan hgp phdp tién ma hda. >

Ngoai cdc bién phdp néu trén, nhém tdc gia cung phan tich mot s¢
bi¢n phdp kiém sodt ky thuat c6 thé dugc trién khai d€ ngin chan nhting
ké rua tién, nhung trén thuc t&, ching déu gip khé khin ca vé mat ky
thuat va thuc t€ khi trién khai trén quy mo 16n, nhu:*

- Theo dai dia chi IP: Ngay ca khi ké pham phdp st dung ting dung
bido vé quyeén riéng tu, chang han nhu trinh duyét TOR, nha chuc trich
van c6 thé theo doi mét phan dia chi IP. Mic du dia chi IP ban dau vin
khong thé tim thdy nhung co quan chic nang ¢6 thé xem li¢u dia chi IP
ddng ngo dang dugce diéu tra c¢é khdp vdi bit ki dia chi IP nao dugce liét
ké trong danh sich chuyén tiép thodt cua cong cu.

- Theo doi chudi khéi blockchain: Cdc giao dich chuédi khéi ¢6 thé
theo doi, bit bién va khong thé dio ngugc cho phép cic co quan chic

33 Khoing 111 qudc gia dp dung cdch tiép can sau trong khi mét s6 quéc gia dp dung cich ti€p can
trude. Nhin chung, cdc qudc gia dudng nhu thuédc hai loai, hién dang phdt trién cdc khuon khé
tien ma héa hop phdp hoic dang cho xem su phit trién cta nd. Pong thoi, khong phai tit ci cdc
qudc gia cong nhan hop phdp tién ma hdéa déu ¢d luat chéng rua tién nghiém ngit d6i véi viée
st dung tién ma héa trong hoat dong rtia tien. Hoa Ky, Canada, Anh, Uc va cdc qudc gia thanh
vién cta Lién minh Chau Au (E.U.) ¢6 luat chéng ria tien dp dung cho tién ma héa. Lién minh
chau Au cdm cic qudc gia thanh vién tao va gidi thiéu tien ma héa cua riéng ho, trong khi cic
san giao dich tién ma héa dugce khuyén khich duy tri tinh hgop phdp bing cich tuan thu cdc quy
dinh. Tai Hoa Ky, chinh phu lién bang ¢6 thé vién din Pi¢u khoin Thuong mai (Pieu I, Muc
8, Khoin 3) cta Hién phdp d€ dieu chinh thi trudng tién ma héa mot cich ro rang. Mot s6 quéc
gia, ching han nhu Canada, Trung Qudc, Nga, Singapore, Han Quéc va Vuong quéc Anh va
cdc ngan hang trung uong cia ho dang xem xét phdt trién va trién khai tién ma héa nha nudc
dugc chinh pht hé trg d€ canh tranh hoic thay thé titn ma héa hién cé bing nghi dinh. Xem
Michael W. Calafos and George Dimitoglou, tldd.

34 Michael W. Calafos and George Dimitoglou, #ldd.
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ning su dung chudi khéi va lich su giao dich cua né cho muc dich dieu
tra, phdt hién hoat dong bit hop phdp hoic suy ra méi quan hé xa hoi
gitia ngudi dung. D€ lam nhu vay, viéc kiém tra giao dich blockchain
bang cdch su dyng khai thdc du liéu rong rii va phan tich dinh tinh va
dinh lugng la cin thiét. Mot ddu vét kiém tra bit bién c6 thé duge thiét
lap bang cdch kiém tra c4n than da liéu giao dich trong qud khu va hi¢n
tai cua blockchain, dong thoi thong tin can thiét va cdc miu quan trong
c6 thé dugc suy ra, din dén dia chi IP hoic giao dich ctua ngudi dung bi
4n danh. Bing cdch lién két cdc khda cong khai cu thé véi cdc giao dich,
cdc cap khoa cong khai/giao dich ¢6 thé duge phidt trién trén cdc bo du
liéu va mang cho phép dnh xa cum cdc mau hanh vi va dan dén kha ning
phdt hién ra nhung ngusi dung mang cu thé. Nhiing mo hinh nay ¢6 thé
tao nén mot buc tranh vé théi quen mua sim va chi tiéu caing nhu tan suit
giao dich cua nguoi dung, dong thoi xdc dinh cdc vi trf dia ly.

4. Bai hoc kinh nghi¢ém cho Viét Nam vé diéu tra hoat dong raa
tién qua khong gian mang

Theo bdo cdo ciia Bo Cong an, trong khodng 8 thing dau nim 2022,
luc lugng An ninh mang va phong, chéng t61 pham st dung cong nghé
cao toan qudc da phdt hién, khéi t6 474 vu dn, 1.071 bi can lién quan cdc
loai t61 pham stt dung cong nghé cao xAm pham trat ty an toan xa hoi, dic
biét 1a to1 pham ddnh bac, lua ddo, chiém doat tai san, cho vay ning lai,
to1 pham lién quan dén “tin dung den”... Trong d¢, to1 pham lua dio,
chiém doat tai sin ting manh trén khong gian mang véi thu doan tinh vi,
chuyén nghi¢p thong qua hoat dong cta cdc san dau tu ching khodn, giao
dich vang trén thi truong ngoai héi (forex), quyén chon nhi phin (BO),
giao dich tién “40”, vang “d0”, ngoai t¢ “d0”, du dn bit dong san... hoic
hoat dong kinh doanh da c4p trdi phép.”

Tai Hoi nghi t6ng két cong tic bio ddm an ninh mang va phong,
chéng to1 pham st dung cong nghé cao naim 2023 do Cuc An ninh mang
va Phong, chéng t61 pham st dung cong ngh¢ cao (A05)* thuoc Bo Cong
an t6 chic, mot trong cdc két qua dat duge 1a AO5 phdéi hop co quan ditu
tra cdc cdp khoi t6 46 vu dn, hon 230 bi can trong cic dudng diay, 6 nhém
to1 pham quy mo 16n, hoat dong phtic tap, xuyén quéc gia, nhu: t6 chiic

35  Van Chic, “B¢é Cong an trién khai nhiéu gidi phdp xt ly nghiém t6i pham cong nghé cao”,
Bdo Nhdn ddn, 10/08/2022, https://nhandan.vn/bo-cong-an-trien-khai-nhieu-giai-phap-xu-
ly-nghiem-toi-pham-cong-nghe-cao-post709689.html, truy cap ngay 18/01/2024.

36 Cuc An ninh mang va phong, chéng toi pham su dung cong nghé cao (A05) truc thudc Bo Cong
an Viét Nam [a co quan dau nganh vé cong tdc bao dim an ninh va an toan mang, va cdc bién phdp
phong ngtia, phdt hién, diéu tra xi ly t6i pham stt dung cong nghé cao. Trong co cdu t6 chiic, A05
gom cdc phong Phong, chéng téi pham, phong Nghién ciiu, phdt trién gidi phdp va phuc hoi di
liéu chiing cu dién ti va Téng cong ty Cong nghé - Vién thong Toan Cau (GTEL).
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ddnh bac, dinh bac, ltia ddo chi€m doat tai sin qua mang; td1 pham cho vay
tin dung den qua mang quy mo Ién tai nhiéu tinh thanh do déi tugng nguci
nudc ngoai cam dau; hoat dong tin cong, chi€ém doat, mua bdn, trao déi du
lieu ¢4 nhan nhim mua bdn, thuc hién hanh vi vi pham phdp luat...””

Véi phuong thic da dang veé hoat dong ria tién qua khong gian
mang (muc 2) va thich thic khi di¢u tra t61 pham nay (muc 3), bai hoc
kinh nghiém cho Viét Nam gédbm bén vin dé co ban la:

Thit nhdt 1a xay dung khung phdp ly lién quan dén tién ma hda.
Trudc hét, Viet Nam can thtia nhan tién ma hdéa 1a moét loai tién té va
la phuong tién thanh todn hgp phdp. Vao giai doan dau khi tién ma
héa phit trién (khoang thoi gian tii nim 2011-2016), Ngin hang Nha
nudc Viét Nam khiang dinh tién 4o néi chung va Bitcoin, Litecoin ndi
riéng khong phai [a tién t¢ va khong phai 1a phuong tién thanh todn hop
phidp theo quy dinh ctia phdp luat Viét Nam.” Tuy nhién, vdi tinh hinh
thuc t&€ va xu hudng chung cua thé gidi, Viét Nam dang hoan thi¢n dan
vé khung phdp ly lién quan dén tién ma hdéa. Trong d6, nghién cuu,
x4y dung va thi diém st dung tién do dua trén cong nghé chudi khéi
(blockchain) 12 mét trong nhiing gidi phdp dé thuyc hién Chién luge
phdt trién Chinh phu dién tu.”” Ngoai ra, Chinh phu cing xem xét mot
trong nhiing nhiém vy gidi phdp nham thuc hién K¢& hoach Phdt trién
kinh t€ - xa hoi 1a tiép tuc ra sodt, hoan thién khung phdp ly vé ha tang
thuong mai di¢n td; co ché thit nghi¢m c6 kiém sodt; co ché quan ly tai
san 40, tien ma hda, tién 20.*

Thit hai, nAng cao nang luc cta doi ngt cdn bo cong tdc trong luc
lugng an ninh mang va phong, chdng to1 pham su dung cong nghé cao

37  Xuan Mai, “Nang cao hi¢u qui ddu tranh vdi t61 pham an ninh mang va cong ngh¢ cao”, Bdo
Coéng an Nhdn ddn, 02/01/2024, https://cand.com.vn/lanh-dao-bo-cong-an/nang-cao-hieu-
qua-dau-tranh-voi-toi-pham-an-ninh-mang-va-cong-nghe-cao-i719047/, truy cip ngay
20/01/2024.

38  Theo Cong vin 5747/NHNN-PC caa Ngan hang Nha nudc Viét Nam ngay 21/07/2017
gtii Van phong Chinh pht da khing dinh: “Tién do néi chung va Bitcoin, Litecoin néi riéng
khong phai Ia tién té va khong phai Ia phuong tién thanh todn hop phdp theo quy dinh cua
phdp luat Viét Nam. Viéc phdt hanh, cung dng va st dung tién a0 néi chung va Bitcoin, Lite-
coin ndi riéng (phuong tién thanh todn khong hop phidp) lam tién t¢ hoic phuong tién thanh
todn la hanh vi bi cdm. Ché tai xu ly hanh vi nay da dugc quy dinh tai Nghi dinh 96/2014/
ND-CP cua Chinh phu vé xi phat vi pham hanh chinh trong linh vyc tién t¢ va ngan hang
va Bo luat Hinh sy 2015 (da stia d6i, bé sung)”.

39 Phan VI muc 5 diém ¢, d cua Quyét dinh 942/QD-TTg ngay 15/6/2021 quyét dinh phén
duyét Chién luge phdt trién Chinh phu dién ta hudng téi Chinh phu s6 giai doan 2021-2025,
dinh hudng dén nam 2030: “cu thé, Thu tudng giao Ngan hang Nha nudc cha trl nghién
ctiu, xay dung va thi diém su dung tién do dua trén cong nghé chudi khéi blockchain.”

40 Phan IT Muc 6 diém d cia Nghi quyét 01/NQ-CP ve nhiém vy, gidi phdp chu yéu thuc hié¢n
K¢ hoach phdt trién kinh t& - xa hoi, Du todn ngan sich nha nudc va cdi thién moi trudng
kinh doanh, nang cao nang lyc canh tranh qudc gia nam 2023 do Chinh phu ban hanh ngay
06/01/2023.
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cia Bo Cong An. Do d6, mdi cin bo, chién si phai ning cao kha ning
tu hoc hai, tu nghién ciu két hop vdéi viée dao tao, tip huidn thong qua
chuong trinh lién két dao tao véi co quan an ninh, cinh sit cic nudc va
t6 chiic an ninh mang. Ngoai ra, theo mot s6 thuic tién cong tic dieu tra
hoat dong rda tién (muc 3), luc lugng An ninh mang phdéi hop véi Co
quan diéu tra cdc cdp can theo doi dia chi IP, lich su giao dich tién ma hoa,
chudi khai blockchain.*

Thii ba, cic bién phdp kiém sodt phi ky thuat ¢ thé lam giin doan
hoic ngin can cic hoat dong rua tién qua khong gian mang nhu xdc dinh
danh tinh khdch hang; theo doi hoat dong cia cdc san giao dich da ding
ky. Do d6, vé mat phdp luat, can bé sung nhting quy dinh chi tiét hod
trinh ty, thu tuc thu thap, bao quan, phuc hoi, gidi ma, chuyén hod, kiém
tra, ddnh gid va su dung nguon chung cu la du li¢u dién ti# ngay trong Bo
luat TS tung hinh sy nim 2015 hoic vin ban hudng din thi hanh.** Ngoai
ra, trong viéc thu thap chung cu dién ti bing cdc bién phdp dieu tra t6
tung dic biét, can bio dam quyén con ngusi.*

Thir tu, can ung dung cdc ky thuit vé cong ngh¢ chudi khéi
blockchain nhim phdt hién giao dich ding ngo, bit hop phdp. Mot
trong nhiting ky thuat dugc si dung phé bién nhit hi¢n nay la ing dung
cong nghé¢ mdy hoc, mot loai tri tué¢ nhan tao, cho phép mdy hoc tu du
liéu 16n va dua ra cdc tiéu chi phan biét, cudi cung dat dugc muc dich
du dodn du li¢u chua nhin thdy. Tuy nhién, khi st dung ky thuat nay,
ngudi dieu tra cin du li¢u vé cdc giao dich va dia chi bat hop phdp, dé
mdy hoc c¢6 thé theo doi. Cong viéc nay gip nhiéu kho khin béi nhing
ké rtia tién su dung rit nhi¢u cong cu va ky thuat dé che gidu cdc giao

dich (muc 2).

Két luan
bong co chinh thuc diy viéc st dung tién mi hda (gom ca
Bitcoin va altcoin) trong hoat dong bit hgp phdp 1a muic do 4n danh

41 Phidt biéu tai budi hop bdo thong bdo tinh hinh két qui cong tic 6 thing dau nim 2023,
ve dong tién a0 Pi, AO5 dang phéi hop vdi cong an dia phuong dieu tra hoat dong kinh
doanh loi nhuan cao bét thudng, cé ddu hié¢u 16i kéo, da cdp. Xem Danh Trong, “Cuc An
ninh mang di¢u tra hoat dong lién quan giao dich tién do Pi”, Bdo Tubi tré, 30/06/2023,
https://tuoitre.vn/cuc-an-ninh-mang-dieu-tra-hoat-dong-lien-quan-giao-dich-tien-ao-
pi-20230630112938412.htm, truy cap ngay 20/01/2023.

42 Lé Huynh T4n Duy, “Xdc dinh xu hudng phit trién cua phdp luat Viét Nam vé ching cu va
ching minh trong t8 tung hinh su”, Ky yéu Hoi thdo Chiing cit va chitng minh trong gidi quyét
vy dn hinh sy, do Khoa Luat Hinh su t6 chuc tai Trusng DPai hoc Luat TP. H6 Chi Minh,
2023, tr. 34.

43 Lé Nguyén Thanh, “Chiing ci dién ti va thu thap ching ci dién ti trong TS tung hinh su
Viet Nam”, Ky yéu Hoi thdo Chiing it va chiing minh trong gidi quyét vy an hinh su, do Khoa Luat
Hinh sy t6 chic tai Trusng Pai hoc Luat TP. Ho Chi Minh, 2023, tr. 159-180.
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dugc cung cdp béi cde dia chi chu va s§ dugce st dung trong giao dich.
Véi dic di€m nay va pham vi ti€p cin toan cau, tién ma héa da cung
cdp mot phuong thiic dé cdc t6 chic to1 pham chuyén hoat dong rtia
tién truyén théng sang linh vuc ria tién qua khong gian mang. Vi
phuong thic da dang, hoat dong rta tién qua khong gian mang thuc
hi¢n xuyén bién gidi va xuyén khu vuc phdp Iy moét cich bi mat, lién
mach va thuc t€ 1a ngay lap tdc. Sé [a mét sai [am néu coi thuong cdc
thuat todn va cong ngh¢ mdi hd tro khai thdc, luu trii va trao d6i tién
mi hda nay. Gidng nhu bit ky cong nghé dang phdt trién nao, tién
mi hda va chudi khdi blockchain 1a nhting cong nghé mang lai 161 ich
cho cd muc dich hgp phdp va bit hop phdp. Ching c6 thé gép phan
cdch mang héa cdch thic ti€n hanh kinh doanh va tdc dong tich cuc
cang nhu bién déi nén kinh t€ quéc gia va qudc t€ néu duge quan ly
va st dung phtut hop. Do d6, viéc ghi nhan tién a0 1a mot loai tai san
va ban hanh quy dinh phdp luit toan dién diéu chinh loai tién nay la
hudng di phu hgp vdi tinh hinh thyc t€ caa Viét Nam hién nay cung
nhu bit kip xu thé€ chung cua th€ gidi. Diéu nay cung dit ra thdch
thiic vé né luc hop tdc qudc t&€ d€ thuc hién tinh théng nhit quy dinh
gitia cdc khu vuc phdp ly khdc nhau vé hoat dong rua tién qua khong
gian mang. @

Tai lieu tham khao

[1] Danton Bryans, “Bitcoin and money laundering: mining for an effective solution”,
Indiana Law Journal, Vol. 89:144, 2014

[2] K. ]J. Mc Carthy (ed.), The Money Laundering Market: Regulating the criminal economy,
Agenda Publishing, 2018

[3] Kevin Daimi, Ioanna Dionysiou (ed.), Principles and Practice of Blockchains, Nour EI
Madhoun, Springer, 2023

[4] Khoa Luat Hinh su, Ky yéu Hgi thao Chiing aii va chiing minh trong gidi quyét vy dn hinh
s, Truong Pai hoc Luat TP. H6 Chi Minh, 2023 [trans: Faculty of Criminal Law,
Proceedings of the Conference on Evidence and Proof in Resolving Criminal Cases, Ho Chi
Minh City University of Law, 2023]

[5] Armin Kirishnan, “Blockchain Empowers Social Resistance and Terrorism
Through Decentralized Autonomous Organizations”, Journal of Strategic Security,
Vol. 13, 2020

[6] Chang-Yi Lin, Hsiang-Kai Liao, Fu-Ching Tsai, “A Systematic Review of Detecting
Mlicit Bitcoin Transactions”, ScienceDirect, Procedia Computer Science 207, 2022

[7] Rohan Maheshwari, Sriram Praveen V. A., Shobha G., Jyoti Shetty, Arjuna Chala,
Hugo Watanuki, “Illicit Activity Detection in Bitcoin Transactions using Timeseries
Analysis”, International Journal of Advanced Computer Science and Applications, Vol. 14,
No. 3, 2023

[8] S. Middlebrook and S. Hughes, “Regulating Cryptocurrencies in the United States:
Current Issues and Future Directions”, William Mitchell Law Review, Vol. 40, 2014

[9] Rolf van Wegberg, Jan-Jaap Oerlemans, and Oskar van Deventer, “Bitcoin money
laundering: mixed results? An explorative study on money laundering of cybercrime
proceeds using bitcoin”, Journal of Financial Crime



